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1 Foreword

1.1 Target Audience

This manual is prepared for the installers and system administrators who are
responsible for network installation, configuration and maintenance. It assumes that the
user has understood all network communication and management protocols, as well as
the technical terms, theoretical principles, practical skills, and expertise of devices,
protocols and interfaces related to networking. Work experience in Graphical User
Interface (GUI), Command-line Interface, Simple Network Management Protocol (SNMP)
and Web Explorer is also required.

1.2 Manual Convention

The following approaches should prevail.

GUI Convention Description
Interpretation Describe operations and add necessary information.
& Remind the user of cautions as improper operations will result
Caution in data loss or equipment damage.

2 Web Page Login

2.1 Log in the Network Management Client

Type in the default switch address: http://192.168.2.1 and press “Enter”.

(0 Description:

Browser standards: superior to IE 9.0, Chrome 23.0 and Firefox 20.0

Keep the IP network segment of PC consistent with that of switch but differentiate
the IP address as you log in. Set PC’s IP address of 192.168.2.x and the subnet mask of
255.255.255.0 for the first login (1< x <254).

A login window appears as follows. Type in the default username of “admin” and


255.255.255.0

the password of “admin”. Click the “Log in” to see the switch system.

2.2 Constitution of Client Interface

The typical operation interface of Web network management system is as follows.
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2.3 Navigation Bar on Web Interface

Menu items such as Status, Network, Port, VLAN, MAC Address Table, Spanning
Tree, ERPS, Multicast, Security, QoS, Diagnostics and Management are available on the



web network management client. Each item contains submenus. Navigation bar is
detailed as follows:

Menu ltems Submenus Secondary Description
Submenus
Status System Display the port state and product
Information info
MAC  Address Display the MAC address table of
Table the current device
IP Address Configure and view the
management IP address
Network DNS Configure and view the DNS and
server setting
Port Setting Configure and view all ports
Port Link Group Configure and view the port &
Aggregation strategy balancing algorithms
contained in LAG
EEE Port Setting Configure and view the LAG
LACP Check LACP system priority and port
configuration
Configure and view the EEE state
and information
Jumbo Frame Configure and view the length of the
max message forwarded by system
Port Security Configure and view the rate limiting
of port security, as well as port state
Protected Port Configure and view the port
isolation
Storm Control Configure and view the port storm
policing
Mirroring Configure and view the port
mirroring
VLAN Create VLAN Configure and view the VLAN info of
the device
VLAN Static Address VLAN Configure and view the VLAN

Configuration

configuration of all ports

Membership Configure and view the port info of
VLANSs
Port Setting Configure and view the PVID and

VLAN attributes of ports

Configure and view the static MAC
address tables of the device




MAC Address
Table

Filtering Address

the

address tables to be filtered

Configure and view MAC

Property Configure and view the STP state
and attributes
Spanning Port Setting Configure and view the port
Tree attributions of STP
Property Configure and view the ERPS
global switch
ERPS ERPS Instance Configure and view the ERPS
Instance
General Property Configure and view the function
configuration
Multicast IGMP Snooping | Group Address Configure and view the relevant
static multicast info
Router Port Configure and view the multicast
routed port info
Property Configure and view the switch,
version, etc.
Management Management Configure and view the service
Access Service management mode and relevant
attributes
Security DHCP Snooping Property Configure and view the switch and
state
General IMPV Binding Configure and view the binding
tables of IP, MAC, Port and VLAN
Property Configure and view the QoS switch
and state
QoS Rate Limit Queue Scheduling | Configure and view the algorithm of
queue scheduling
CoS Mapping Configure and view the priority and
local queue mapping table
DSCP Mapping Configure and view the priority and
local queue mapping table
Ingress/Egress Port | Configure and view the
configuration of port rate limiting
Ping Network diagnostics by Ping
Diagnostics Copper Test Electrical interface link diagnostics
by VCT
User Account Configure and view the user info
Management | Firmware Manual Upgrade Update software




Configuration

Manual Upgrade

Update configuration files

SNMP Save Configuration | Save the configuration files
supporting device running
Community Configure and view the SNMP
Community
Trap Event Configure and view the SNMP Trap
switch and state
Notification Configure and view the SNMP

Notification server state

3 Status

3.1 System Information

According to the switch connected, web network management panel directly
displays the port and product info, incl.: number of ports, port states, product info,
device states, function on-off states, etc.

Instructions:

1. Click the “Status > System Information” in the navigation bar as follows:

Modai |

Sarial Mumber

_ MAC Adress |
0 i 0 1 4
i WPvd Address

System OID |
System Upbime ;

Current Tims ;

Loader Varsion ;
.lmur.m'¢
Finmwane Version
TTRY ;r;;“:‘;lﬂlrr;'i:'.a:l:{

...........................

HIGGIEDOGETM

Switch
Dighauit
Defat

0123455780

OFEFCA010000

1892 1628 2.1
13614.127382.13

O day, @ hr, 9 ran and 10 sec

2023-01-01 D8:0E 57 UTC+8

1002
Dec 112023 - 41922
11120

Dec 11 2023 - 62113

{ Enablad

10

Time




(L Description:

Mouseover a port to check the port No., type, rate and state. “Edit” the “System
Name”, “Location” and “Contact” in the product info. “Apply” and finish.

3.2 MAC Address Table

View MAC address table information

Instructions:

1. Click the “Status > MAC Address Table” in the navigation bar as follows:
MAC Address Table

Showing| All w | entries Showeng 1102 of 2 enfries Q [ |
1C2AA300001C  Management CPU
0O ED4C2E.2CDD  Dynaméc TE4
F:rar. Previous | ') | Mext | Lasi
Clear || Refresh

Interface data are as follows.

Query Description

ltems

MAC Destination MAC Address

VLAN VLAN ID belonging to MAC address

Port Message egress corresponding to MAC address

Type Dynamic MAC Address refers to the entry which will age with the set
aging time. Switches can add entries based on the learning mechanism
of MAC address or manual creation.
Static MAC address refers to the specified table which is manually
configured and won’t age.
Management MAC address refers to the address at the management
port.

3.3 Reboot

1. Click the “Reboot” on the upper right as guided as follows.

Save | Logout | Reboot
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Reboot the system and unsaved changes in the
configuration will be lost. Do you want to
continue?

Cancel

4 Network

4.1 IP Address

Change the management |IP address on web interface.
Instructions:
1. Click the “Network > IP Address” in the navigation bar to discover IPv4 address of
192.168.2.1/24 by default as follows

i i Static
Ad |
i dm:sTme: . Dynamic
Frvswpwrmrminemrrrrvnnn ey
IP Address | 192 16521 |
Bodsssmsnansnsnnsnsninns i
Subnet Mask = [255 2552550 |

| Default Gateway | | |

Apgly |

&Note:

® make sure add changing vlan to corresponding port before change

4.2 DNS

DNS is short for Domain Name System to name computers and network services from
units to domain hierarchies. A domain name consists of the dots separated by a series of
words or abbreviations, each corresponding to a unique IP address. DNS is the server on the
Internet that resolves domain names. Applicable to Internet and other TCP/IP networks, DNS
name retrieves computers and services through user-friendly names. As one of the core

12


192.168.2.1

Internet services, DNS is a distributed database that maps domain names and IP addresses
mutually.

Instructions:
1. Click on the “Network > DNS” in the navigation bar as follows.

DNS Configuration

() Disable

ONS Sttws | & Z

DNS Default Name | | (1 to 255 alphanumenie characters)

Apply

DNS Server Configuration

Q |

| 0 results found.

| add | Detete

Interface data are as follows.

Configuration Items Description
DNS State DNS switch
DNS Default Name Enter the DNS default name

2. “Add” to configure DNS server.
Add DNS Saerver

IPVAIPYE Address | [114 114 114,114

3. “Apply” and finish as follows.
DNS Server Configuration

@ 1 114.114.114.114

[_Add J[ Deete |
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5 Port

5.1 Port Setting

Interfaces should be identified so that users can inquire and configure Ethernet

interfaces as they want.

Instructions:
1. Click the “Port > Port Setting” in the navigation bar:

Port Setting Table

Q| |
_[Enty [Port] Type | Descoption | Siste | Lk Satus | Speed | Dupex | FlowComwol | |
H| 1 TE1 103 Copper Enabled Up Auto (1D00M)  Auto (Fulll  Desabled (O)

| 2 TEZ 106G Copper Enatiad Diown Auba Auto Cizabled
| 3 TE3 106G Copper Enabied Down Auta Auto Disabied
H| 4 TE4 110G Copper Enatied Dawwn Adta Ayla Digabilad
o 5 TES 105 Copper Enabied Diown Auto Auto Dizabled
| 6 TEE 100G Copper Enatied Diown Auto Auto Desabled
| T TEr 106G Copper Enablad Diown Auto Auta Cesabied
l 4 TEE 100G Copper Enabled Dvam At Auta Drsabied

:

2. Select the port(s) to be configured, and “Edit” as follows:
Edit Port Setting

................................................................................................

..................................

1 TE1-TE3

Description | |

o e el

Enabie

W Auto 3 100M

) Auto-100M () 1000M
5 Auto-1000M () 2500M

) Auto - 25000 3 5000M
Auto -S000M () 106G

| Ayt - 100008

| Auto
Duplex! () Eul
) Half

| () Auto
| Flow Control{ () Enable
! { i Disable

14



Interface data are as follows

Configuration Description

ltems

Port Port list

Description Port alias

State Enable or disable port

Speed Configurable auto negotiation. Interface rates including 100

Mbit/s and 1,000 Mbit/s and 2500 Mbit/s and 5000 Mbit/s and
10 Gbit/s are available to Ethernet electrical interfaces and are
optional as required.

Duplex Configurable auto negotiation with full or half duplexes.

Flow Control After it is enabled on both local network and opposite network
devices, the local one will notify the other to stop transmitting
messages in the presence of network congestion. The opposite
one will execute the command temporarily to ensure zero
message loss.

Disable-Disabled reception and transmission of PAUSE frame;
Enable-Enabled reception and transmission of PAUSE frame;
Auto negotiation-Negotiate PAUSE frame with opposite
network devices automatically.

5.2 Link Aggregation

Link Aggregation broadens bandwidth and reliability by bundling a group of
physical interfaces into a single logical interface.

LAG (Link Aggregation Group) is a logical link bundled by multiple Ethernet links
(Eth-Trunk).

Ceaselessly expanding network size increases users’ demands of link bandwidth and
reliability. Traditionally, high-speed interface board or the compatible equipment is
usually replaced to optimize bandwidth, which is expensive and inflexible.

Link Aggregation Technology bundles multiple physical interfaces into a single logical
interface without upgrading hardware. Its backup mechanism not only improves
reliability, but also shares the flow load on different physical links.

As shown below, Switch A is linked with Switch B through three Ethernet links which
are bundled into an Eth-Trunk logical link. Its bandwidth equals to that of the three links
in total, thus broadening the bandwidth. Meanwhile, these three links back up mutually
to be more reliable.

15



TE4 Eth-Trunk TE4
TE1
; TE2 :
SwitchA — T—@E 3 SwitchB

TES TES

® Insufficient bandwidth of two switches connected with one link.

® Insufficient reliability of two switches connected with one link.

Link Aggregation can be divided into Manual Mode and LACP Mode in accordance with
Link Aggregation Control Protocol (LACP) state.

In the first mode, Eth-Trunk establishment, member interface access should be
added manually without LACP. It is also called the Load-sharing Mode because all links
are involved in data forwarding and load sharing. In case any active link fails, LAG will
average load with the remaining ones. This mode is preferred under the circumstance
that two directly connected devices require a larger link bandwidth but has no access to
LACP.

Link Aggregation can meet the following demands:

5.2.1 Group

Instructions for adding a Static Link Aggregation:
1. Click the “Port > Link Aggregation > Group”, select a load-balancing algorithm with
a radio button. “Apply” and finish as follows:

16



® MAC Address
i () IP-MAC Address

Link Aggregation Table

LAG 1 .

O

0 LAG2 - -
O LAG3 = =
0O LAG4 - —
() LAGS —_ -
) LAGE — =2
) LAGT — =
O LGae i =i

et |

2. Selectone of 8 LAGs available, “Edit” the configuration page as follows:
sl i ol S

""""" LAG] 1
[ TT TR R Y |
st '
e B
puss sssaay
| Avaiiable Port Selected Port
| | (BT =
| | |2
: { |TE3
ISR vEd
i t |TES
| i [TEB
| | (TET
‘ | |TES - il
| aeply || ciose
Interface data are as follows
Configuration Items Description
LAG There are 8 LAGs numbering from 1 to 8.
Name Description of LAG, which can be modified as needed.
Type Select from the manual mode and the LACP mode.

17




Member Up to 8 member ports are available in LAG.

lllustration:

As shown below, Switch A and Switch B connect VLAN 10 and 20 via Ethernet
respectively, with large data flow between them.
Both Switch A and B are expected to provide superior link bandwidth for VLAN
communication. Meanwhile, there should be the redundancy for reliable data
transmission and links.
Networking diagram LAG in manual mode

TE4 Eth-Trunk =
TE4 TE1
SwitchA @;ﬂ’ Tgﬁ SwitchB
TE:‘I- — Tl
s TES

Instructions:

1. Create the ETH trunk interface in SwitchA and add a member interface to increase the
link bandwidth. The configuration of SwitchB is like that of SwitchA. Click the “Port > Link
Aggregation > Group”, choose “LAG 1” and port TE1, 2 and 3 and move them to the
selected ports on the right. “Apply” and finish as follows.

Link Aggregation Table

Q | |
| LAG | Name | Type | Link Status | Active Member | Inactive Member | |
LAG 1 Static Up TE1 TE2-TE3
LAG 2
LAG 3 —_ —_

18



5.2.2 Port Setting

Attribute configuration of aggregation group member port
1. Click the “Port > Link Aggregation > Port Setting”, to enter the attribute configuration
interface of aggregation group member port as follows:

Port Setting Table

Q
| LAG | Type | Description  State | Link Status | Speed = Duplex | Flow Control | |
LAG 1 Enabled Down Allto Auto Disabled
LAG 2 Enabled Down Alto Alto Dizabied
LAG 3 Enabled Down Alto Allto Disabled
LAG 4 Enabled Down Alto Auta Disabled
LAG § Enabled Down Allto Allto Disabled
LAG 6 Enabied Dawn Alto ALt Disabled
LAG 7 Enabied Down ALto Allto Disabled
LAG 8 Enabied Down ALto Auto Disabled
 Edt |
5.2.3 LACP

LACP (Link Aggregation Control Protocol), based on |EEE 802.3ad Standard,

dynamically aggregates and dis-aggregates links. It exchanges info with the opposite
network devices through LACPDU (Link Aggregation Control Protocol Data Unit).
After a port uses LACP, it will inform the opposite network device of system priority,
system MAC, port priority and No., and operation Key by transmitting a LACPDU. The
opposite device will compare such info with that saved by other ports after receiving it,
thus reaching an agreement on port participation in or quitting from a dynamic
aggregation.

Dynamic LACP aggregation is automatically created or deleted by system, that is,
internal ports can be added or removed by themselves. Only the ports connected to a
same device with the same rate, duplex, and basic configuration can be aggregated.
Instructions for adding a dynamic link aggregation:

1. Click the “Port > Link Aggregation > Group” in the navigation bar, select the LAG ID
and LACP mode, “Edit” them as follows:

19



Edit Link Aggregation Group

?..............1

Name : | |
Yo i s R
i T i ) Static
i | @ LACP
Eozzzzzzzzazzazag
i Auaitable Port Selected Port
g ! [TET = TE4
i i |TE2 TES
i =] > | |TES
{ lillmhnlri TET
i =
: ’ <

2. Click the “Port >Link Aggregation > LACP” in the navigation bar to configure the
LACP attributes such as system priority, port priority and timeout method as follows:

| System Priority | [32753 | (1 - 65535, defauit 32788)
LACP Port Setting Table
Q | |
O 1 TE1 1 Loma
] 2 TEZ 1  Long
D 3 TE3 1 Lomg
] 4 TE4 1 Long
] 5 TES 1  Long
B & TEG 1 Long
] 7 TET 1 Long
] 8 TE3 1 Lomg
Interface data are as follows
Configuration Description

ltems

20



System Priority LACP determines the active and passive modes between two
devices subject to priority standard.

Port Port list

Port Priority LACP determines the dynamic LAG member mode subject to the
port priority with a superior system.

Timeout It decides the transmission frequency of LACP messages.

(0 Description:
Please make sure there is no member interface accessing the Eth-Trunk before
changing its work pattern, otherwise it fails.

Work pattern of the local network devices should be consistent with that of the
opposite network devices.

lllustration

Ethernet Switch A aggregates 3 ports from TE1 to TE3 to Switch B, in order to share
the load by each member port.

The following configurations are exampled by means of dynamic aggregation.

@ Switch A

Link aggregation ———»{_ TT

@ Switch B

(L Description:
The following is the configuration of Switch A only, which should stay the same with
that of Switch B for port aggregation.

Instructions:
1. Click the “Port > Link Aggregation > Group” in the navigation bar, “Edit” with LAG 2,
select TE1-TE3 in LACP mode. “Apply” and finish as follows:
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Edit Link Aggregation Group

FTT ! 2

E:: T r::::i:lt

Name ; | |

P 1 @ Static

: PR O Lace

?l'lrlrrlllll'll'l'l.

Avalable Fort Selected Port
TE4 2 TET =
i i [TES TE2

i i |TES [ > | [TE3
llhn'b!-r 127 -

; i |TES

i | €

5.3 EEE

Port power will be turned down in case of zero or less flow
Instructions:

1. Click the “Port > EEE” in the navigation bar, select the port and “Edit” to enter the
configuration interface as follows:

EEE Setting Table

Ql |

Copper  Disabled
TE2 Copper Disabled

Copper Disabled
TE4 Copper Disabled

TES Copper Disabled

00000
g

2. Set the port enable tag and “Apply” to complete the configuration as follows:

EEE Setting Table

Q | |

22



5.4 Jumbo Frame

Set the MTU (Maximum Transmission Unit) of the port
Instructions:
1. Click the “Port > Jumbo Frame” in the navigation bar, enter Jumbo Frame
configuration interface as follows:

Enable

5.5 Port Security

The port security feature records the Ethernet MAC address connected to the switch
port through the MAC address table, and only one MAC address can communicate
through this port. When packets sent by other MAC addresses pass through this port,
port security features prevent it. Using port security features can prevent unauthorized
devices from accessing the network and enhance security. In addition, port security
features can also be used to prevent MAC address table from filing up due to MAC
address flooding
Instructions:

1. Click the “Port > Port Security” in the navigation bar, enter port security configuration
interface as follows:

State Enable

! RateLimit! 100

2. Click the “Port > Port Security” in the navigation bar, select the port and “Edit” to enter
the port level configuration interface as follows:

Port Security Table
Q| |
| Entry | Port | State | Address Limit | Total Configured | Violate Number | Violate Action | |
= 1 TE1 Desabled 1 0 0 0 Protect
E 2 TE2 [xsabled 1 0 o 0 Protect
3 TE3 [esabied 1 o 0 0 Probect
4§ TE4 Dusabled 0 0 Protect
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5.6 Protected Port

Messages of broadcast, multicast, etc. will flood at each port even though the flow
needs no mutual communication sometimes. Under this circumstance, port isolation can
separate the messages between two ports.

Instructions:
1. Click the “Port > Protected Port” in the navigation bar, check the port(s) to be isolated,
“Edit” to switch this function as follows:

Protected Port Table

Q | |

[ Eniy | Port | sime |
B 1 TE Unprotected

2 TEZ  Unprotected
3. TE3 Linprotected

Instructions for achieve port isolation:
1. Click the “Port > Protected Port” in the navigation bar, check and “Edit” the TE1, 2 and
3 to be isolated. “Apply” and finish as follows:

Protected Port Table

Q| |

|| Enwy | Port | Suate | ]
1. WE] Protected
2 TE2 Protecied
3 TE3 Uinprotecied

2. TE1, 2 and 3 fail to communicate mutually like other non-isolated ports.

5.7 Storm Control

Storms generated via broadcast, unknown multicast and unicast messages are
prevented as follows. These messages will be suppressed subject to packet rates
respectively. The average rate of the messages received by monitoring interfaces will be
compared with the max threshold configured during an inspection interval. Configured
storm policing will be performed at this interface if the average rate exceeds the max
threshold.

When a L2 Ethernet interface receives the broadcast, unknown multicast or unicast
messages, the device will forward them to other L2 interfaces in a same VLAN (Virtual
Local Area Network) if the egress interface cannot be recognized according to
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destination MAC addresses. As a result, broadcast storm may occur to degrade device
operation performance.

Three kinds of message flow can be controlled by storm policing characteristics to
stay away from broadcast storms.

Instructions:

1. Click the “Port > Storm Control” in the navigation bar to configure the attributes
related to storm policing such as mode as follows:

----------- ([ Packet/ Sec
i Mode: o rits/Sec
Er S _“;' i@ Exclude

i IFE:' () Include

2. Select the appropriate port and “Edit” it by configuring the policing rates of
broadcast, unknown multicast and unicast storms at each port.

Port Setting Table

Q 1

] 1 TE1 Disabled Disabéed 10000 Disabled 10000 Disabled 10000  Drop
[ 2 TEZ Disabled Disabled 10000 Desabled 10000 Disabled 10000 Drop
] 3 TEZ Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

3. Configure info such as storm switch and rate, “Apply” and finish as follows:

Edit Port Setting

---------------------- PGI:I TEI-TEZ2
R T T —————— — ']
State ! [ Enable

gEname

! I"W‘U‘D I'n..:f-' (16 - 10000000, default 10000
'llll]:]lII:I‘III:I:II'&II::{
{ : Enable

Unknown Multicast |
| {10000 | Kbos (16 - 10000000, defautt 1
prarm s s rrar e
i Enable
Unknown Unicast ;
i |10000 | kb (16 - 10000000, defau 1000

25



5.8 Mirroring
Port Mirroring copies the message of a specified switch portto the destination port.
The copied port is the Source Port, and the copying port is the Destination Port.

Destination Port accesses to data inspection devices so that users can analyze the
messages received to monitor network and troubleshoot as follows:

Mirroring Destination Port ‘

Mirror Sourca Port Dista Monitoring Device

Le

PC

Instance
PC1 and PC2 access Switch A through interface TE1 and TE2 respectively.
Users intend to monitor the messages transmitted from PC2 to PC1.

Instructions:
1. Click the “Port > Mirroring” in the navigation bar. 4 sets of flow mirroring rules can
be configured as follows:

Mirroring Table

Q
| SessionID | State | Monitor Port | Ingress Port | Egress Port | |
1 Disabled — = = |
2 Disabled
3 Disabled — — —
4 Disabled - — -

Edit |

™ Allow the monitor port (o send or receive normal packets

2. Select one session and “Edit” it in the mirroring group configuration interface:
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Edit Mirroring

: Session 1D 1
! State ! || Enabie
; Erv]
! Monitor Port
: Send or Receive Normal Packet
| Ayailable Port Selected Port
TE2
Ingress Port: |~
[ =1
| _EF -
: Avngilable Port Selected Port
Egress Port: |_=°
el
TET
TES -
[ Apply Close

Interface data are as follows

Configuration Description

ltems

Session ID The switch has 4 session IDs by default.

State The mirroring group can be enabled or not.

Monitor Port Only one ordinary physical port can be selected, excluding link

aggregation port and source port.

Ingress Port

Any message received will be mirrored to the destination port.

Egress Port

Any message transmitted will be mirrored to the destination port.

6 VLAN

VLAN is formulated not restricted to physical locations, which means the hosts in a
same VLAN can be placed at will. As shown below, each VLAN, as a broadcast domain,
divides a physical LAN into logical LANs. Hosts can exchange messages by means of
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traditional communication. For the hosts in different VLANS, the device such as router or
L3 switch is a must.

Router

Switch Switch

B o S5 o

- - - =
EE"'--\.__“_,_.,.F-"’ -}{waﬁ___f“’r
VLAN A VLAN B

VLAN is superior to the traditional Ethernet in terms of:

Broadcast domain coverage: the broadcast message in a LAN is limited in a VLAN to
save the bandwidth and handle the network-related issues more efficiently.

LAN security: VLAN hosts fail to communicate with each other since the messages
are separated by the broadcast domain in the data link layer. They need a router or
a Layer 3 switch for Layer 3 forwarding.

Flexibility of creating a virtual working team: VLAN can create a virtual working team
beyond the control of physical network. Users have access to the network without
changing the configuration if their physical locations are moving within the scope.
This management switch is compatible with VLAN types based on 802.1Q, protocaols,
MAC, and ports. For default configuration, 802.1Q VLAN mode should be adopted.
Port VLAN is divided subject to a switch’s interface No. Network administrator gives
each switch interface a different PVID, namely a port default VLAN. If a data frame
without a VLAN tag flows into a switch interface with a PVID, it will be marked with
the same PVID, or it will get rid of an additional tag even though the interface has a
PVID.

The solution to a VLAN frame depends on the interface type, which eases member
definition but re-configures VLAN in case of member mobility.

6.1 VLAN

6.1.1 Create VALN

Instructions for creating a new VLAN:
1. Click the “VLAN > VLAN > Create VLAN” to select a name in the valid VLAN box,
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move it to the VLAN creating box on the right. “Apply” and finish as follows:

i 1 Available VLAN Created VLAN

| VLAN3
P [VLAN 4
VLAN: \viANS
i (VLANG
| [VLAN7
| [VLAN S
! [VLANG  ~ v

_____________

VLAN Table

Showing | All v | entnes Showing 1to 1 of 1 entries Q|

1 default Default

(First | | Previous | (@) | Next | | Last |

| Edt | [ Detete |

2. The VLAN created will be displayed in the VLAN Table. Users can “Edit” the VLAN as
follows:
Edit VLAN Name

Name | [VLANDOGZ

| Apply || Close |

Interface data are as follows.
Configuration ltems | Description

VLAN ID It is required to select an ID ranging from 1 to 4,094. For
example, 1-3,5,7 and 9. LAN 1 is the default, which won’t be
repeated in another new VLAN.

Name It is optional to modify the VLAN description as required.
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6.1.2 VLAN Configuration

There are two methods. One is to add multiple ports under a single VLAN. The
other is to add a port to multiple VLANs. They are configured according to different

purposes.
Instructions for the first method to add the current port to a specified VLAN

1. Click the “VLAN > VLAN > VLAN Configuration” in the navigation bar, select the
VLAN ID on the upper left, and then click the port info as follows:

VLAN Configuration Table

VAN [default v

Q| |
Entry | Port | Mode |  Membership | PVID | Forbidden | |
TE1 Trunk Exchsded Tagged W Untagged [
2 TE2 Trurnk Excisoed Tagged '® Untapged
3 TE2 Trunk Excheded Tapped ® Untagped
4 TE Trurk Exchided Tagped ‘% Untagged
5 TE Trurik Extiuded Taooed ‘% Untaocoed

Interface data are as follows.

Configuration Items | Description

VLAN VLAN ID to be configured

Port Port list

Mode VLAN mode of port
Membership Member roles at the VLAN port:

Excluded: the port is out of this VLAN
Tagged: the port is a tagged member of this VLAN
Untagged: the port is an untagged member of this VLAN

PVID Whether this VLAN is the port PVID
Forbidden Whether the VLAN message is forbidden to be forwarded at
this port

6.1.3 Membership

Instructions for the second method to add the current port to a specified VLAN
1. Click the “VLAN > VLAN > Membership” in the navigation bar, select the port to be
configured and “Edit” to configure its attributes:
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Membership Table

Q[

~ Entry | Port | Mode | Administrative VLAN | Operational VLAN

TE1 Trmk  UP 1UP
2 TE2 Trumk  UP TUF
3 TE3 Trunk  1UP upP

Interface data are as follows.

Configuration ltems Description

Port Port list

Mode VLAN mode of port

Membership The port is the attribute of VLAN ID and VLAN:

Forbidden: do not forward the VLAN message
Excluded: the port out of the VLAN
Tagged: The Tagged member of the VLAN

Untagged: The Untagged member of the VLAN
PVID: whether the VLAN is the port PVLAN

6.1.4 Port Setting

Trunk configuration. Connected with other switches, Trunk interfaces mainly
connect trunk links to allow the VLAN frames to flow through. IEEE 802.1q is the
encapsulation protocol of Trunk link and considers the formal standard for Virtual
Bridged Local Area Networks. It changes the frame format of Ethernet by adding a 4-bit

802.1g Tag between the source MAC address field and the protocol field.
802.1q frame format

Bbytes Bbytes  dbyvles 2Zbytes 46-1500bytes 4bylas
Destination| Source [SORSCH] Length/ Data ECS
address gddmss} _xType
TPID | PRI [cRi [viD |
dbytes Jbits 1bit 12bits
Meanings of 802.1q tag fields
Field Length | Name Analysis
TPID 2 Tag Protocol Identifier to | It refers to the 802.1q Tag
bytes | describe the frame type frame when the value is

0x8,100, which will be discarded
if relevant equipment fails to
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receive it.

PRI 3 bits | Frame Priority It ranges from 0 to 7, with the
higher priority represented by
larger number. Data frame with
higher priority will be sent
preferentially in case of switch
congestion.

CFl 1 bit Canonical Format Indicator to | MAC address is classical when
reveal whether the MAC | CFl is 0 and non-classical when
address is classical or not. CFl is 1. It promotes the
compatibility between Ethernet
and token ring. CFl will be 0 in
the Ethernet.

VID 12 bits | VLAN ID indicates the VLAN | It ranges from O to 4,095, with 1
to which the frame belongs. to 4,094 valid since 0 and 4,095
are the protocol retention
values.

Packets sent by each switch supporting 802.1q protocol contain a VLAN ID to
indicate the VLAN to which the switch belongs. Therefore, Ethernet frames are divided
into two types as follows in a VLAN switching network:
® Tagged frame: it refers to the frame adding a 4-bit 802.1q Tag.
® Untagged frame: it refers to the original frame without a 4-bit 802.1q Tag.

Connected with other switches, Trunk interfaces mainly connect trunk links to allow
the VLAN frames to flow through.

Instructions for trunk interface configuration:

1. Click the “VLAN > VLAN > Port Setting” in the navigation bar, select the port and
“Edit” it to configure the attributes:

Port Setting Table

Q |
|| Entry  Port | Mode PVID AcceptFrame Type | Ingress Filtering  Uplink | TPID |
1 TE1 Trunk 1 Al Emnabled Cizabled 2100
2 TE2 Trunk All Enabled Digablad 0x8100
TE Trunk 1 Al Enabled Disabled Ox&100

4 TE& Trunk Al Enabled Disabled Ch&100

Interface data are as follows.

Configuration ltems Description

Port Port No. to be configured

32



Mode VLAN mode of port

Hybrid: port in this mode serves as the member of
Tagged and Untagged ports of VLANs

Access: port in this mode serves as the only member of
VLAN

Trunk: port in this mode serves as the only Untagged
member of PVID and the Tagged member of VLANs

Tunnel: Port Q-in-Q VLAN

PVID Port native VLAN

Accept Frame Type Message types received by ports
All: all messages

Tag Only: only Tagged messages will be received
Untag Only: only Untagged messages will be received

Ingress Filtering A switch to decide to filter VLAN messages excluded at
the port

Uplink Whether in uplink mode or not

TPID Identification No. of VLAN Tag

7 MAC Address Table

Ethernet switches are mainly innovated to forward according to the purposes in the
data link layer. That is, MAC address will transmit the messages to corresponding ports
according to the purposes. MAC address forwarding table is a L2 table illustrating MAC
addresses and forwarding ports, which is the basis of fast forwarding of L2 messages.
MAC address forwarding table contains following data:
® Destination MAC Address
® VLAN ID belonging to port
® Forwarding ingress No. of this device
There are two message forwarding types according to MAC address table info:
® Unicast mode: the switch directly transmits the messages from the table’s egress

when MAC address forwarding table contains corresponding entries with the

destination MAC address.

® Broadcast mode: When the switch receives the messages with the destination
address full of F-bits, or there is no entry corresponding to the MAC destination
address in the forwarding table, the switch will forward the messages to all ports
excluding the receiving port in this way.
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7.1 Static Address

Static table is manually configured by users and distributed to each interface board,
which won't age.

Instructions:
1. Click the “MAC Address Table > Static Address” as follows:

Static Address Table

Sh:u-.'.'irg; All | entries Showing 1 1o 1 of 1 entries Q I J

|| VLAN | MAC Address | Port | |

| 1 D0DDO:M:11:22:22  TED

First | | Previous | 98 | Next | | Last

| aAda || Est || Delete |

Interface data are as follows.

Configurati | Description

on Iltems

MAC Required. Enter the new MAC address e.g.: HH:HH:HH:HH:HH:HH

VLAN Required. Specify the VLAN 1D

Port Required. Select the interface type and enter the interface name
Description: it must be the member port of the configured VLANS.

2. Fill in corresponding configuration items.
3. “Apply” and finish.

7.2 Filtering Address

The switch discards the matched data frame by configuration
Instructions:
1. Click the “MAC Address Table > Filtering Address” as follows:

Filtering Address Table

Showing | All ¥ |entries Showing 0 to O of 0 entries Q

| VLAN | MAC Address |

0 results found.

First | Previous | 1Y | Mext | | Last

| Acd || Edit || Detete |
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Add Filtering Address

MAC Address |

...........

Ciose

Interface data are as follows.

Configuration Iltems

Description

MAC Address

MAC address to be filtered

VLAN

VLAN of MAC address

8 Spanning Tree

Redundant links are often used for link backup and network reliability in the
Ethernet switching network. However, such links will generate loops on the switching
network, leading to broadcast storm, unstable MAC address list and other faults, thus
worsening users’ communication quality, or even interrupting the communication. As a
result, STP (Spanning Tree Protocol) appears.

Same with the development of other protocols, from the original STP defined in
IEEE 802.1D, to RSTP (Rapid Spanning Tree Protocol) defined in IEEE 802.1W and to
MSTP (Multiple Spanning Tree Protocol) defined in IEEE 802.1S, STP keeps upgrading.

MSTP is compatible with RSTP and STP while RSTP is compatible with STP. The

contrast among these 3 protocols is shown in the table.

The contrast among 3 protocols

broadcast storms and redundant backups.
It converges rapidly.

Spanning trees balance the load among
VLANs. Flow of different VLANs will be

STP Characteristic Application

STP A tree rid of loops as the solution to | Al VLANs can be shared
broadcast storms and redundant backups. | without discrimination in user
It converges slowly. or business flow.

RSTP A tree rid of loops as the solution to
broadcast storms and redundant backups.
It converges rapidly.

MSTP A tree rid of loops as the solution to | Distinguish the user and

business flow for load sharing.
Different VLANs forward the
flow through separate
spanning trees.
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forwarded subject to paths.

After STP is deployed, the following objectives can be achieved by calculating the loops

with topology:

® |oop elimination: eliminate possible communication loops by blocking redundant
links.

® Link backups: activate redundant links to restore network connectivity if the active
path fails.

8.1 Property

Configure STP global parameters. In specific network environment, STP parameters
of some devices must be adjusted to achieve the best performance.
Instructions:
1. Click the “Spanning Tree > Property” in the navigation bar as follows:

; State! | | Enable
: Bilel:i.
: Operation Mode & =ITE
Path Cost: © ¢
Short
: Fittering
BPDU Handling @® Flooding

B ey

Priority : |32783

Hello Time : |2

Forward Delay |1 5

Tx Hold Count : &

Interface data are as follows.

Configuration Description

Items

State It is checked by default to enable the spanning tree on behalf of
switches.

Operation Mode 3 modes are available, namely STP and RSTP.

Path Cost In Long mode and Short mode

BPDU Handling The method to handle the BPDU messages received by the
device

Priority Port priority
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Hello Time Intervals between Hello messages

Max Age Max aging time
Forward Delay Forward delay time
Tx Hold Count Specify the Tx-hold-count used to limit the maximum numbers

of packets transmission per second

2. Fill in corresponding configuration items.
3. “Apply” and finish.

8.2 Port Setting

In specific network environment, STP parameters of some devices need to be adjusted
for the best performance.
1. Click the “Spanning Tree > Port Setting” in the navigation bar, select the port and
“Edit” to configure its attributes:

Pait Salting Takia

| Emiry | Pom | Sew | PebhConi | Prioety | GPDU Fm | 09T I
TED - Esaed B Ceasw Cam: aned
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Edit Port Setting

Path Cost P:-

...........................

Priority | [ 128 +|

| Auto
Edge Port | Enable
| @ Disable
BPDU Filter| | | Enable

BPDU Guard : Enable

Point-toPoint | () Enable

Port State . Disabled

Designated Port ID 128-1
Designated Cost

“pon] el

State | Enable

.........

---------

---------

W Auto

Disabile

Bridge | 0-00:00:00:00:00:00

........ {
| 2000

Interface data are as follows.

Configuration
Items

Description

Port

The port No. to configure attributes

State

Enable STP or not

Path Cost

Enter the path cost value of the interface Use IEEE 802.1t Standard
with the value ranging from 0 to 200,000,000

Priority

Select the port priority with smaller value representing higher
priority.

Interface priority affects the role of the interface on the specified
MSTI. On different MSTI, users can configure the priorities for a
same interface. As a result, flow of different VLANs can be
forwarded along physical links to achieve VLAN load sharing.
Description: MSTP will recalculate the interface role and migrate its
state when its priority changes.

Edge Port

Rather than another switch or network segment, the edge port
should be connected directly to user terminals. It can quickly transit
to the forward state since topology changes create no loops. An
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edge port under configuration can be quickly transitioned to
forward state by STP. To achieve this, it is recommended that
Ethernet ports connected directly to user terminals should be
configured as edge ports.

BPDU Filter Enable BPDU Filter or not

BPDU Guard Enable BPDU Guard or not. Unchecked by default. If BPDU Guard is
enabled, the device will shut down the interfaces receiving BPDU
and notify the NMS. Such interfaces can only be restored manually
by network administrators.

Point-to-Point Select enabled, shutdown, and auto modes.

Auto mode: it indicates the connect state between the default auto
inspection and point-to-point links.

Enabled mode: it indicates the specific port is connected to the
point-to-point links.

Shutdown mode: it indicates the specific port fails to connect the
point-to-point links.

2. Fill in corresponding configuration items.
3. “Apply” and finish.

9 ERPS

ERPS (Ethernet Ring Protection Switching) is an Ethernet ring link layer technology
with high reliability and stability. It can prevent broadcast storms caused by data loops
when the Ethernet ring is complete, and can quickly restore communication paths
between various nodes in the ring network in case of link failures in the Ethernet ring,
with high convergence speed.

It is based on the ERPS ring and consists of several nodes. By blocking the RPL
Owner port and controlling other ordinary ports, the port's state switches between
Forwarding and Blocking, achieving the goal of eliminating the loop. Simultaneously
utilizing mechanisms such as control VLAN, data VLAN, and MST protection instance to
better implement the functionality of ERPS.

9.1 Property

Configure and view the opening and closing of the global ERPS function
Instructions:
1. Click on the "ERPS > Property" menu in the navigation bar to enter the function
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configuration interface

1 ® [Disahle
Erps Status | = o S

9.2 ERPS Instance

In an ERPS network, a ring can support multiple instances, each of which is a logical ring.
Each instance has its own protocol channel, data channel, and owner node; Each instance
serves as an independent protocol entity, maintaining its own state and data.

Instructions:
1. Click the “ERPS > ERPS Instance”Enter the ERPS instance creation interface and click
on the application to create an instance, as shown in the following figure:

Erps Instance ID I

Apply

ERFE Irdiancs Satieg

. |

| et W Mubi | W | GOt Vian | WITL T eded Tt | e Wit | Mg Sieg Tk | Proleiiv bniknin | Porll | Pwdfil | ot Slatin | Pl | Pl Nk | st 3 | Waede S | |
) - .

Eoi Dl

2. Select the instance and click the modify button to enter the instance configuration
interface, as shown in the following figure:
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Ring Instane Config

............................

& Disable

Enabia

|valid range is 0-7)

|ovalia range is 0-15)

© Protected Instance . [0

T {

Control Vian  p

Jvalia range is 1-4084)

WTR Time . |5

|-."'~'al!c range is 1-12 Min Defautt ks 5 Min}

Guard Time | [£00

|-: Valid range is 100-2000 ms. Default is 500 ms)

Beanmsaaanns i
Work Mode . 8 Feverive

Mon_revertive

Ring 10 i Jovalia range is 1-239)
:--------"-""-Fi;f-'l‘;:l:f-];ﬂ-é I':l ]-:'j-”!ﬂi?&rflﬂg:
. Port0} [NA v
e i MNorma

Portd Role f;lgimr
nexi-neighbour
W Morma
Portt Role | ) 2er
I ) mext-neighbour
Apply Close

Configuration ltems

Description

Ring Status

Disable or Enable

Mel

Message level selection 0-7

Protected Instance

The VLAN that transmits ERPS protocol packets and data
packets must be mapped to the protection instance, so that
the ERPS protocol can forward or block these packets
according to its blocking principle. Otherwise, VLAN packets
may generate a broadcast storm in the looped network,
resulting in network unavailability

Control VLAN

Control VLAN for transmitting ERPS protocol packets

WTR Time

In revertive mode, the RPL Owner port is released due to
other link failures. When the fault recovers, wait for the WTR
timer to time out and then block the RPL Owner port again

Guard Time

Start the Guard timer when the port detects link recovery, to
prevent unnecessary network oscillation caused by residual
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R-APS messages caused by forwarding delay on the
ring network

Work Mode After the ERPS link retums to normal, it can be determined
whether to re block the RPL owner port by setting
the Revertive/Non Revertive mode of ERPS.

Ring ID ERPS ring number

Ring Type 0 is the main ring, only support main ring

PortO ERPS ring member port, used for the transmission of protocol
and data packets on the ERPS ring

Port1 ERPS ring member port, used for the transmission of protocol
and data packets on the ERPS ring

Port Role Normal . Owner . neighbour . next-neighbour

&Note:

® The ERPS function only satisfies a switching recovery delay of less than 20ms for
the optical port
®  Only support main ring.

10 Multicast

10.1 General

10.1.1 Property

Instructions:
1. Click the “Multicast > General > Property” in the navigation bar as follows.
Unknown Multicast! %%
Action i
: Forward to Router Port
| MulicastForwardMethod SRS
i w DMACMVID
PV} o DIPVID
! & DMACMD
IPV6: © oiPvip

Agpply
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10.1.2 Group Address

According to the previous request mode of multicast, the multicast router will copy
and forward data to each VLAN containing receivers when users in different VLANs
request the same multicast group, which wastes a great deal of bandwidth. IGMP
Snooping configures multicast VLAN by connecting the different users of switch ports to
a same multicast VLAN to receive multicast data. In this way, multicast flow can only be
transmitted within a multicast VLAN, thus saving bandwidth. In addition, security and
bandwidth are guaranteed because multicast VLANs are completely isolated from user
VLANS.

Instructions
1. Click the “Multicast > Group Address”, “Add” a new static multicast item, and “Edit”
the existing ones as follows:

Group Address Table

Showing | All v: entries Showing 0 to 0 of 0 entnes Q I |

First | | Previous.| B | Next | | Last

| VLAN | Group Address | Member | Type | Life (Sec) |
0 resufts found

[ ass || £at | [ Deiete | [ Refresn |

Interface data are as follows.
Configuration Description
Items
VLAN VLAN ID to which the multicast group belongs. Drop down to

select an existing VLAN.

Multicast Address | Enter the multicast address

Member Add multicast member(s)

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.

Group Address Table

Showing _'_-_i_l_v__, entrigs Showing 1 to 1 of 1 enfries q I |

| vLAN | Group Address | Member | Type | Life (Sec) |
. 22411111 TE1 Siatic

Firsi | | Previols | B8 | Mext | | Last
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10.1.3 Router Port

Configure and view multicast router port
Instructions:
1. Click the “Multicast > General > Router Port” in the navigation bar as follows.

Router Port Table

Showing [ Al + | entries Showing 0 to 0 of 0 entries Q| !
||| VLAN | Member | Static Port Forbidden Port | Life (Sec) ]
| 0 resuls found |

=

First | | Previous | BN | Next | | Last

Add i|_E|:||1 J'[ Refresn |

10.2 IGMP Snooping

IGMP Snooping (Internet Group Management Protocol Snooping) is a constraint
mechanism on L2 devices to manage and control multicast groups.
By analyzing the IGMP messages received, L2 devices establish a mapping between
ports and MAC multicast addresses and forward the multicast data accordingly.
As shown below, multicast data are transmitted on L2 without IGMP snooping. When
IGMP snooping runs, known multicast group data are transmitted to specified receivers
while unknown multicast data are still on Layer 2.

Mutticast packet ransmission Multicast packst transmission

without IGMP Snooping when |GMP Snooping runs

‘ﬂ Multicast router ‘—'@ Multicast router

= = 1

Layer 2 switch Layer 2 switch
1""\-\.., n

=,

Host A Host G | Host A Host C
Receiver Receiver i Receiver Receiver
|
|

Host B

—— Multicast packets
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10.2.1 Property

IGMP Snooping is on the L2 switch between the multicast routers and the user hosts,
applicable to deploy IPv4 networks. It is configured in a VLAN to shoop the IGMP/MLD
messages transmitted between routers and hosts, and to establish a L2 forwarding table
for multicast data, in order to manage and control the multicast data forwarding in L2
network.

Global IGMP Snooping function should be enabled since it is disabled by default.
Instructions:

1. Click the “Multicast > IGMP Snooping > Property”, select the VLAN to be configured
from the created VLAN info, and “Edit” the details as follows:

| State | || Enable
: Version | ® IGMPV2
O IGMPY3

!  Report Suppression | Enable

Apply |
VLAN Setting Table

Q )

s | comavane sams | LCTT | emmens | v | s gones e | i o | Gy e | PSS L8
— Fam— 7 2 | Osaves
Interface data are as follows.
Configuration ltems | Description
VLAN VLAN ID to be configured
State Enable or disable the IGMP Snooping in this VLAN
Router Port Auto | Enable or disable route port automatic learning
Leam
Immediate leave Multicast members leave quickly

Query Robustness The Robustness Variable allows tuning for the expected
packet loss on a network

Query Interval The interval between message queries

Query Max Response | Timeout (over the max response time) of a query message
Interval

Last Member Query | Max number of queries for a specified group
Counter

Last Member Query | The interval between message queries for a specified group
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Interval

2. Fill in corresponding configuration items.
3. “Apply” and finish.

11 Security

11.1 Management Access

11.1.1 Management Service

Instructions for Telnet:

1. Click the “Security > Management Access > Management Service”, enter
management service interface as follows:

an @ Enable
SIHP (] Enable

]
"

HTTP : 1D | Min (0 - 65535, defautt 10)

e et il

Instructions for SNMP:

2. Click the “Security > Management Access > Management Service”, enter
management service interface as follows:

I-rI'I‘F E Enable
EHHF 3 Enable

..............
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11.2 DHCP Snooping

For sake of security, the network administrator may need to record the IP address of
a user surfing the Internet and to confirm the correspondence between the IP address
obtained from DHCP Server and the host's MAC address.

Switch can record the users IP address through the secure DHCP relay at the
network layer.

Switch can monitor DHCP messages and record the user’s IP address through DHCP
Snooping at the data link layer. In addition, private DHCP Server in the network may lead
to wrong IP address for the user. To ensure that users obtain IP addresses through legal
DHCP Server, the DHCP Snooping security mechanism divides the ports into Trust Port
and Untrust Port.

Trust Port directly or indirectly connects legal DHCP Server. It forwards the DHCP
messages received to ensure the correct IP address for DHCP Client. Untrust Port
connects illegal DHCP Server. DHCPACK and DHCPOFFER messages received from the
DHCP Server on the Untrust Port will be discarded to prevent incorrect IP addresses.

DHCP Server

DHCP Client DHCP Client

’ ‘ Internet

Switch A Switch B

. . (DHCP Snooping) (DHCP Relay)

DHCP Client DHCP Client

Typical Networking of DHCP Snooping

The following methods are used to obtain the IP address and user MAC address from
DHCP Server:

® Snooping the DHCPREQUEST message
® Snooping the DHCPACK message
11.2.1 Property

Enable DHCP Snooping
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Instructions:

1. Click the “Security > DHCP Snooping > Property”. DHCP Snooping interface is divided
into global configuration and port configuration. Select the port to be modified in the
port configuration and “Edit” the details as follows:

State | Enable
pramsanmaEnny
: i Avallable VAN Selected V0LAN
WLAN 1
| [VLAN 10
i IWLAN 100
VLAN |
|_ Apply |

Port Setting Table

Q| |
_ | Entry | Port | Trust | Verity Chaddr | Rate Limit | I
i TE1 Desabeed Disabled Uniimited
= 2 TEZ Disabied Disanled Uniimited
3 TE3  Disabled Disabled Uniimited
4 TE4 Disabled Disabled Unbimited
Interface data are as follows.
Configuration ltems Description
State Enable and disable the DHCP Snooping
VLAN Valid VLAN No. of DHCP Snooping
Port Configure the port No. of DHCP Snooping
Trust Whether the port is a Trust Port
Client Address | Whether the consistency inspection for Client addresses is
Inspection enabled
Rate Limit Whether the port enables rate limit and configures the
value

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.
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11.2.2 IMPV Binding

In DHCP network, users (non-DHCP users) obtaining IP addresses statically may
attack the network by imitating DHCP Server, constructing DHCP Request message, etc.
Legal DHCP users may suffer from security risks when using the network normally.

Enabling the static MAC entries based on the interface generated by DHCP
Snooping binding table can prevent such attacks. The device then, based on the DHCP
Snooping binding table corresponding to all DHCP users, automatically executes the
command to generate static MAC entries and disable the interface’s learning ability of
dynamic entries. Only messages that match the source MAC and static MAC entries can
flow through the interface. Therefore, for non-DHCP users, only the messages of static
MAC entries that are manually configured by the administrators can flow through, while

others will be discarded.

Instructions:

1. Click the “Security > IP Source Guard > IMPV Binding”, “Add” a new binding group of
IP-MAC-Port-VLAN as follows:

IP-MAC-Port-VLAN Binding Table

Showing | All -~ | entries Showing 0 to 0 of 0 entries Q|

0 results found

First | | Previous | B9 | MNext | Last
Add || Edit Delele |

Interface data are as follows.

Configuration | Description

Items

Port The port No. of binding group

VLAN VLAN ID bound

Binding Select the binding relation from IPMV and IPV

MAC Address | MAC address bound

IP Address IP address bound

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.
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12 QoS

QoS (Quality of Service) assesses the ability of service providers to meet customer
needs and the ability of transmitting packets over the Internet. Diversified services can
be assessed based on different aspects. QoS usually refers to the evaluation of service
capabilities that support core requirements such as bandwidth, delay, delay variation,
and packet loss rate during delivery. Bandwidth, also known as throughput, refers to the
average business flow within a certain period of time, with the unit of Kbit/s. Delay refers
to the average time required for business flowing through the network. For a network
device, the followings are general levels of delay requirements. There are two delay
levels, that is, the high-priority business can be served as soon as possible by scheduling
method of priority queue, while the low-priority business gets services after that. Delay
variation refers to the time change of business flowing through the network. Packet loss
rate refers to the percentage of lost business flow during transmission. As modern
transmission systems are very reliable, information is often lost in network congestion.
Packet loss due to queue overflow is the most common situation.

All messages in a traditional IP network are treated equally. Every network device
processes the messages on a FIFO basis, and makes every effort to transmit them to
destinations without guaranteeing reliability, transfer delay, or other performance.

Network service quality is constantly improved as new applications keep springing
up in the rapidly changing IP network. For example, VolIP, video and other
delay-sensitive services have set higher standards on message transmission delay.
Message transmission in a short period has been the common trend. In order to support
voice, video and data services with different requirements, the network needs to identify
business types and provide corresponding services.

The ability to distinguish business types is the prerequisite to provide corresponding
services, so the traditional best-effort service no longer meets the application needs.
Therefore, QoS comes into being. It regulates the network flow to avoid and handle
network congestion and reduce packet loss rate. Meanwhile, users can enjoy dedicated
bandwidths while business can improve service quality, thus perfecting the network
service capacity.

QoS priorities vary with message types. For instance, the VLAN message uses
802.1p, also known as the CoS (Class of Service) field, while the IP message uses DSCP.
To maintain the priority, these fields need to be mapped at the gateway connected with
various networks when messages flow through the network.
802.1p priority in the VLAN frame header

Typically, VLAN frames are interacted between Layer 2 devices. The PRI field (i.e.
802.1p priority), or CoS field, in the VLAN frame header identifies the quality of service
requirements according to the definitions in IEEE 802.1Q.
802.1p priority in the VLAN frame
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Destination Source

Langm
address | address Daka P

Typs

The 802.1Q header contains 3-bit PRI fields. PRI field defines 8 CoS of business
priority ranging from 7 to 0 from high to low.
IP Precedence/DSCP Field

According to RFC791 definition, ToS (Type of Service) domain in the IP message
header is composed of 8 bits. Among them, the 3-bit long Precedence field, as located
in the following, identifies the IP message priority.

IP Precedence/DSCP Field

Varsion [TeS

Prolo | FCS | IP-SA | IP-DA| Data

|P Precedence
| |

DSCP

0 to 2 bits are Precedence fields representing the 8 priorites of message
transmission ranging from 7 to O from high to low, with either Level 7 or 6 as the highest
priority that is generally reserved for routing or updating network control
communication. User-level applications only have access to Level 0 to 5.

ToS domain, in addition to Precedence fields, also includes D, T and R bits: D-bit
represents the Delay requirement (0 for normal delay and 1 for low delay). T-bit
represents the throughput (0 for normal throughput and 1 for high throughput). R-bit
represents the reliability (0O for normal reliability and 1 for high reliability). ToS domain
reserves the 6 and 7 bits.

RFC1349 redefines the ToS domain by adding a C-bit to represent the Monetary
Cost. The IETF DiffServ group then redefines the 0 to 5 bits of ToS domain in the IPv4
message header of RFC2474 as DSCP and renames it as DS (Differentiated Service) byte
as shown in the figure above.

The first 6 bits (0-5 bits) of DS field distinguish the DSCP (DS Code Point), and the
higher 2 bits (6-7 bits) are reserved. The lower 3 bits (0-2 bits) are CSCP (Class Selector
Code Poaint), with the same CSCP value representing the DSCP of the same class. DS
nodes select corresponding PHB (Per-Hop Behavior) according to DSCP values.
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12.1 General

12.1.1 Property

Network congestion resulting from the competition for resource use rights among
messages at the same time is usually solved by queue scheduling, thus avoiding
intermittent congestions. Queue scheduling technologies include SP (Strict-Priority),

WRR (Weighted Round Robin).

Instructions for global and port scheduling configuration
1. Click the “QoS > General > Property” in the navigation bar as follows.

Trust Mode |

P |

Stalei || Enable

Apply

Port Setting Table

Q| |
Remarking
Entry | Port | CoS | Trust Cos | DscP
1 E 0 Enabled Disabled Disabled
2 TE2 0 Enabled Disabed Disabled
3 TE3 0 Enabled Disabled Disabled
4 TE4 0 Enabled Disapled Oisabled

Interface data of global configuration are as follows.

Configuration Description

Items

State Switch of global QoS function

Trust Mode It can be divided into CoS, DSCP, CoS-DSCP

Interface data of port configuration are as follows.

Configuration Description

ltems

CoS Ranging from 0 to 7

Port Trust Mode Switch of port QoS function
CoS Mark the CoS field

DSCP Mark the DSCP field
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12.1.2 Queue Scheduling

1. Click the “QoS > General > Queue Scheduling”. “Apply” and finish as follows.
Queue Scheduling Table

.|:_

._.-_
R

2 =~ M U B W -
®®eee® e
5

:

Interface data are as follows.

Configuration Items Description

Strict Priority SP mode

WRR WRR mode

Weight Bandwidth percentage of WRR accounted for by Queue

12.1.3 CoS Mapping

1. Click the “QoS > General > CoS Mapping” in the navigation bar. “Apply” and finish as
follows.
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CoS to Queue Mapping

[1v]
7]
ERA
(4]
5]
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[7.v]
[8v]
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Apply

Queue to CoS Mapping

or]
(i)
27]
av]
ev]
Ev]
(6v]
7]

0 =~ O h B W R}

Interface data are as follows.

Configuration Description
Items

CoS 802.1p priority
Queue Port queue

12.1.4 DSCP Mapping

1. Click the “QoS > General > DSCP Mapping”. “Apply” and finish as follows.




DSCP to Queue Mapping

o[csop |1 v|
1 (1]
2 (1]
3 [1v]
4 [1v]
b |*I 'r|
G [1¥]
7 [1v]
gfes1]  [2v]
9 [2v]
10[AF11] [2 *|
no [2v]
12[AF12] (2 v |
13 [2v]
14[AF13] [2v]|
15 [2v]

16[CS2] [3v| 320c84] (5~
17 3w| 33 |5
18(AF21] |3 v| 34[AF41] (5
19 [3v] 35 [5v
20(AF22] (3v| 36IAF42] (S v
2 |2+]| 37 |5
22[AF23] (3v| 38[AF43] [E v
23 [3v] 39 [5v]
24[CS3] (4w | 40[CS5] (6
8 ] a1 [6v
26[AF31] [d4v| 42 6v
27 4v| 43 6
28[AF32] |4v| 44 6 v
20 4v| 45 G
30[AF33] (4v| 46[EF] |6V
31 dv| 47 6 v

43 [C36]
49

50
51
52
53
54
55
56 [C5T]
&7
58
it
60
61
62
63

2 |8lcs]

v

3 [16(Cs2) v |
4 [24[cs3) v|
§ [32(Cs4] v |
6 [40[CSH] v
7 | 4B8[CSE] v

8 |56[CST7] v|

Interface data are as follows.

Configuration
Items

Description

DSCP

Value of IP DHCP domain priority

Queue

Port queue
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12.2 Rate limit

12.2.1 Ingress / Egress Port

It refers to the rate restriction on transmitting and receiving data at physical
interfaces.

Restrict the rate limiting at the egress before transmitting flow, thus controlling all
outgoing message flow;

Restrict the rate limiting at the ingress before receiving flow, thus controlling all
incoming message flow;
Instructions:
1. Click the “QoS > Rate Limit > Ingress / Egress Port” in the navigation bar to choose a

rate-limiting port and check the current configuration as follows:

Ingress | Egress Port Table

Q | |

] 1 TE1 Disabled Disabled
£l 2 TEZ Disabled Disabeed
B 3 TE3 [Disabied Disabéed
O 4 TE4 Disabled Disabled
(] § TE5 Disabled Disabled
B 6 TEG Disabled Disabéed
O 7 TET Disabled Disabied
] & TE8 Disabled Disabded

2. Select the port (s) for rate limiting, “Edit” it at the bottom to switch the function and
specify the rate. “Apply” and finish as follows:

Edit Ingress | Egress Port

{ Port] TEN-TEZ

- Enatie

i Ingress

E ) ] #oes (16 - 10000000
fEzaaizazazasce q

| | @ Enable

! Egress |

| { |1o000000 | ops 0000
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Interface data are as follows.

Configuration ltems Description
Ingress Enabled Rate limiting switch

Rate Rate ranges from 16 to 10,000,000 Kbps
Egress Enabled Rate limiting switch

Rate Rate ranges from 16 to 10,000,000 Kbps

13 Diagnostics

13.1 Ping

Ping command checks the availability of specified IP addresses and host names and
transmits statistics accordingly.
Instructions:
1. Click the “Diagnostics > Ping” in the navigation bar to enter a host name or an IP
address, as well as the number of tests as follows:

i ® Hostname
|' Address Type: = _

Server Address I |

e |

Ping

2. Click the “Ping” to accept the packet-transmitting test from system to verify address
validity, and output the result as follows:
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Ping Result

13.2 Copper Test

Copper test evaluates the ingress cable state and locates the faults (about 5 m by

error) according to the reflected voltage strength
Instructions:

1. Click the “Diagnostics > Copper Test” in the navigation bar to select a port for test as

follows:

et |

e R

2. Click the “Copper Test” and output the result as follows:

Copper Test Result

---------------

_______________

---------------

|- _E R




14 Management

14.1 User Account

Users can check and modify the current username, password and authority of the
switch.
Instructions:
1. Click the “Management > User Account” in the navigation bar to discover the
username of “admin” and the privilege of “Admin” by default as follows:

User Account

Showing | All entries Showing 110 1 of 1 entries 'l:l |
| [] -admin Admin |
- - First || Prewious | B9 | Mexl | Last
Autd | Eom [| Deete

2. “Add” a new user account and “Edit” the selected user attribute as follows:

Add User Account

Passward |

Confirm Password |

o Admin
Usger

Privilege :

14.2 Firmware

System version firmware upgrade
Instructions:
1. Click the “Management > Firmware > Manual Upgrade” in the navigation bar as
follows:
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-----------------

File Type | @ Image

" Action| @ Upgrade

-----------------

: Ly TETP

5 Mathod ! S HTTP

Ih- semrrsanesand

i Filename | |Choose File | heo file chozen

i
a

| Asply |

14.3 Configuration
14.3.1 Manual Upgrade

System configuration upgrade or backup
Instructions for configuration file upgrade:

1. Click the “Management > Configuration > Manual Upgrade” click the “Upgrade” in
mode of “TFTP” or “HTTP”, select the corresponding files to be upgraded (servers

should be illustrated in TFTP mode). “Apply” and finish as follows:

! @ Upgrade
Action | = :
| () Backup

| TFTP

| @ HTTP

- | @ Running Configuration
Configuration | () Startup Configuration

"y Backup Configuration

i caEEE s RS ETE=Tax el

.......................

Instructions for file backup configuration:

2. click the “Backup” in mode of “TFTP” or “HTTP”, select the files or logs to be upgraded

(servers should be illustrated in TFTP mode). “Apply” and finish as follows.

Action | ' Uparace
i Backup
Method | @ HTTP

.......................

| @ Running Configuration
Configuration | () Startup Configuration
i ) Batkup Configuraton

.......................
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14.3.2 Save Configuration

Save system configuration or restore configuration to factory default
Instructions:
1. Click the “Management > Configuration > Save Configuration” in the navigation bar
as follows:

-------------------------

| @ Running Configuration

Source File i () Starhgp Configuration
{ ) Backup Configuration
C ! @ Startup Configuration
EMEatiom | () Backup Configuration
| Apply | Restore Factory Default |

&Note:

® Click the “Factory Reset” and “Device Restart” to restore factory settings.
Save the “Running Configuration” as the “Start Configuration” (which can be saved as
“Backup Configuration” or “Running Configuration”) and the “Backup Configuration”
(which can be saved as the “Start Configuration” or “Running Configuration”).

Instructions for the second method of system preservation:

2. Click the “Save” on the upper right to save the running configuration as the start
configuration as follows.

Save | Logout | Reboot

Save running configuration to startup
configuration. Do you want to continue?

OK Cancel

14.4 SNMP

SNMP (Simple Network Management Protocol) is widely used in TCP/IP network. It
manages devices by the central computer which operates network management
software (i.e. network management workstation). SNMP is:
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® Simple: The polling-driving SNMP has the fundamental functionality set that is
applicable to small-scale environment with fast speed and low cost. Besides,
UDP-driven SNMP is compatible with most devices. Powerful: SNMP aims to ensure
the management info transmission between two nodes so that administrators can
retrieve, modify and troubleshoot the info easily. There are 3 common versions,
namely SNMPv1, v2c and v3. Its system contains NMS (Network Management
System), Agent, Management object and MIB (Management Information Base).

® NMS, as the management center, will manage all devices. Each device under
management includes the resident Agent, MIB and management objects. NMS

interacts with the Agent running on the management object which will operate the
MIB to execute NMS orders.
SNMP management model

Management
object

Device

NMS

® As the network administrator, NMS manages/monitors network devices by SNMP
on its server. It can request the Agent to inquire or modify specified parameter(s).
NMS can receive the Trap actively sent by the Agent to be updated with the states
of the managed devices.

Agent

® As an agent process of the managed devices, it maintains device data and responds
to the NMS requests by reporting management data. Agent will fulfill relevant
orders through MIB Table and transmit the results back to NMS after receiving its
request. Devices will take the initiative to transmit info related to the current statues
of devices to NMS through Agent once a fault or another event occurs.

Management object

® |t refers to the object under management. Each device may have more than one
objects, including a piece of hardware (e.g. an interface board), partial hardware and
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software (e.g. routing protocol), as well as other configuration item sets

MIB

® MIB is a database specifying the variables maintained by the management object
(i.e. the info that can be inquired and set by the Agent). MIB defines the attributes of
the management object, including the name, state, access right and data type. The
following functions can be realized through MIB: Agent will master the instant
device info by inquiring MIB and set the state configuration items by changing MIB.

&Note:

® Please enable the SNMP global switch before connecting to SNMP
® Please enter the path below to configure the global switch for SNMP, or refer to

section 11.1.1
Menu Path: “Security > Management Access > Management Service”

14.4.1 Community

1. Click the “Management > SNMP > Community” in the navigation bar as follows.

Community Table

Showing [All w | entries Showing 1 1o 1 of 1 entries Q| |

||| Community | Access | |
' public Read-Cnly

First | | Previous | B | Next | Last

|  Add |  Deiete |

Interface data are as follows.

Configuration Description

Items

Community Community configuration

Access: Authority: read only or read-write

2. “Add” the corresponding configuration. “Apply” and finish.
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Add Community

Communmnity I i

Acl:ess: @ Read-Only
1 Read-Write

14.4.2 Trap Event

1. Click the “Management > SNMP > Trap Event” in the navigation bar as follows.

................................

Authentication Failure Enable
Link Up ! Down Enable
, Cold Start | [ Enable

Warm Start Enable

Interface data are as follows.

Configuration Description

ltems

Authentication Authentication error
Failure

Link Up / Down Port link up/down
Cold start Cold start

Warm start Warm start

2. “Apply” and finish.

14.4.3 Notification

1. Click the “Management > SNMP > Notification” in the navigation bar as follows.
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Notification Table

Showing | All v | entries Shawing 0 to 0 of D entries Q I
| serverAddress | Version | Type Community |
0 results found.
First | Previous | |1 | Next| Last
SNMP Community needs t
[" Add Delete
Interface data are as follows.
Configuration Description
ltems
Address Type Address type: “Host Name”, “IPv4” or “IPv6”
Server Address Server address info
Version SNMP versions: v1, v2 and v3
Type Notification type: “Trap” or “Inform”
Community / User | Community or username
2. “Add” the corresponding configuration. “Apply” and finish.
RO e s e s
i Address Type | ® '::i:narne
: §ewernnuress§ [
LLEESEIRNRRRRIEAERE BNY
i 1 SNMPv1
, N, SNMPY2
Type| & TP
: Community | | public v |
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