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Chapter 1 Introduction to the Manual

This manual detailed Web light management switch software function configuration method. Please read this manual carefully before operation.

1.1 Target Audience

The target readers of this manual are those who understand or use the functions of this Web light network management software.

1.2 Manual Conventions

In this manual, the 8-port switch is taken as an example to show the Web interface and software functions.

Use --> symbol to indicate the entry order of the menu, the first function menu --> the second function menu --> the third function menu. Among them,
some functions have no two or three function menus.

The <> Angle bracket mark text appearing in the text indicates the name of the button, such as < application >, <apply>.

The special ICONS used in this manual are described as follows:

Instructions A description of the contents of
the operation, with necessary additions and
explanations.

Remind the matters that should be paid
, attention to in the operation, improper operation
& Attention may lead to data loss or equipment damage.




Chapter 2 Introduction to Web Light network Management functions

2.1. Function Introduction

Our new developed Web light network management switch function software, support a variety of models. Provide VLAN, QoS, RSTP, SNMP, POE
control, link aggregation and other functions.

Home Page [Support Logo, interface panel, system informationdisplay

System [P address Settings, port Settings, user accounts

POE POE power port control

VLAN

QOS

IGMP

Link aggregation

Loop protection
RSTP

Configurat  [Port mirroring
ion

Port isolation

Bandwidth control

Giant frame

MAC constraints

Green Ethernet

EEE

SNMP(V1 only, and some V2 nodes)

MAC address

Broadcast Storm

Security

Port statistics

Monitori
onttoring Cable diagnostics

Firmware upgrade

Configure backup
Tools Reset
Save

Restart
Note: Only the device with POE power supply has POE function




Chapter 3 Login Web interface

3.1Login

1. The switch has been powered on and started normally, and any port has been connected to the management PC.
2. The management PC has installed at least one of the following browsers: IE 8.0 or above version, the latest version of
Chrome, 360 browser.
The IP address of the management PC has been set to the same network segment as the switch port, that is, 192.168.2.X
(X is any integer between 2 and 254), and the subnet mask is 255.255.255.0.
4. In order to ensure a better experience of the Web interface display effect, it is recommended to adjust the resolution of the

monitor to 1280 X 800 pixels or above.

5. Open the browser and enter the default management address of the switch http://192.168.2.1 in the address bar to log in to
the switch Web management interface.

6. Switch login page as shown in the following picture, input the user name and password of the switch management
account, the factory default value is admin.

Username | |

Password | |

O &3z @ English
Login |

FIG. 1 web login interface

7. After successful login, the main page of the web interface shows the following picture.

System

POE —System Information

Configuration ———— . _—
System Model SGPML-AC

MAC Address

Security
TP Address
Monitering Netmask
Cateway
Tools Flrmware Version 207
Firmware Date Nov 08 2023
Hardware Version V10
Running Time 0 Days 0 Hours 32 Minutes

Figure 2 web home page

Left navigation bar, this is neutral software. No Logo is shown. The upper right shows the interface panel of the model.
The bottom right is the system basic information.


http://192.168.2.1/

4.1 System Information

Chapter IV System

You can view your device's system information here, as well as set your device model.

In the navigation bar click: System --> System Information

r—System Information

System Model
MAC Address
IP Address
Netmask
Gateway
Firmware Version

Firmware Date

Hardware Version

Runmning Time | 0 Days 0 Hours 2 Minutes

Notes:

Figure 3 System information

Device Display device model
Model
MAC address Display the MAC address of your device
IP address Display device management IP address
Subnet mask Display device subnet mask
Gateway Display device default gateway
Key version Display software version
Firmware Display the software version date
date
Hardware Display device hardware version
version
Run time Display device run time




4.21P Settings

Each device in the network has an IP address through which it can log into the management interface to operate the
switch. Click the navigation bar: System --> IP Settings

—IP Address Setting
DHCP Setting | Disable v
| 1P Address |192.168.1.168
{Subnet Mask | 255.255.255.0
| Gateway ‘W

Apply |

FIG. 4 IP address Settings

Instructions:
DHCP Settings Choose to enable or disable the DHCP feature.
Disable: Select disable, you need to manually enter the IP address, subnet mask and
default gateway. Enable: Select Enable, the exchange will get the network
parameters from the DHCP server.
IP Address Sets the IP address of the device.
Subnet Mask Sets the subnet mask of the device.
Default Gateway Sets the device's default gateway address.
Click <Apply> System Administration IP, subnet mask, gateway will be modified to the set value.

4.3User Settings

You can change the username and password you use when you log in here.
Click on the navigation bar: System --> User Account

User Account Setting

New Username admin

New Password

Confirm Password

Apply

Figure 5 User Account Settings

Instructions:
User Name Set the user name to log into the switch. The username cannot be longer than 16 characters and can only
use numbers, English letters, and underscores.
New Password Reset the password used to log in to the switch. The new password cannot be longer than 16
characters and can only use numbers, English letters, and underscores. Make sure you enter the same password twice.

Note: Please refresh the page again after changing the password.



4.4Port Settings

Port name, status, duplex speed, flow control can be modified here.

Click on the navigation bar: System --> Port Settings

—Port Setting
Port Name State ‘ Speed/Duplex ‘ Flow Control

Port 1

Port2

Port 3 [ Enable v | Auto v | off v

Port 4

Port5

T
Speed/Duplex Fiow (.‘.o.ulrnl
Port Name State
Config Actual Config | Actual
Port | Enabled 10 Full Link Down of | off
Port 2 Enabled 10 Full Link Down of | off
Port 3 Enabled Auto Link Down Off i Off
Port 4 Enabled Auto Link Down Off | Off
Port 5 Enabled Auto 1000Full Off | Off
Figure 6 Port Settings
Instructions:

First name sets port aliases.

The port is open and closed. If the port is open, the port can forward packets normally.

Speed/duplex can be selected 10M/Half, 10M/Full, 100M/Half, 100M/Full, automatic. When the mode is selected as

auto, the rate and duplex will be determined by negotiation

The flow control function is turned on and off. When the flow control function is turned on, the rate of data packet

forwarding on each port can be controlled and adjusted to avoid congestion

After changing the Settings, click the port Settings to refresh the display status

Note: The flow control function will actually be turned on in half duplex mode




5.1. POE

Shows the total power consumed by the POE port
Click on the navigation bar: POE --> System

Chapter 5 POE

PSE System Settings

Consumption (w-lt)i 0.0

[ Apply |

Figure 7 Total power consumed by POE

You can set the PSE port status here (only for devices that support the POE power supply function) by

clicking on the navigation bar: POE --> Port!

—PSE Port Settings

Port | State
[Port 1
[Port 2
\Port3 e
Port4  Disable v
 Apply
Port Héi-:.n.e. .i’.uwel‘HOnf.O.ﬂ . Tvpe l’m;v.er[w) ”{’;-lts.t.ge(vi | Clll'l“ﬂﬂ(l‘l;il)m“
Port 1 Enable Off
Port 2 Enable Off
Port 3 Enable Off
Port 4 Enable Off

Instructions:

Ports Multiple ports can be selected

State In the open state can be normal power supply.
Power on/off display current working state power
display port output power voltage display PSE port
supply voltage current display PSE port supply
current

FIG. 8 PSE port Settings
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Chapter VI Configuration

6.1 VLAN

VLAN (Virtual Local Area Network, virtual local area network) is a physical LAN in the logical division of multiple
broadcast domains of communication technology, this technology by defining the extension field on the LAN data frame, to the
physical network logical division, In order to limit the local area network data frame forwarding range, narrow the broadcast
domain. VLAN technology is mainly used in network equipment such as switches, routers and switches.

Click navigation bar: Configuration -> VLAN -> Static VLAN

—Static VLAN Table Setting

VLAN ID f1-4094)  VLAN Name
. Port g Sel IIIPDI:.I 1 Pl;l‘l 2 Po;s 3 l’.;)l‘t 4Port 5 e o
Unageed | Al | OO OO O
" mge | Al |O| O O] OO
Not Memeber|  All ® @ ® @ ® @
[ oy |

1 Default 1-5 B 1-5 ‘

Delete || SelectAll |

Figure 9 Static VLA N

Click on the navigation bar: Configuration --> VLAN --> VLAN Settings

—VLAN Port Setting

Port 1 PVID Accepted Frame Type

Port 1
Port 2
Port 3
Port 4
Port 5

All i

[ Apply |

Port PVID Accepted Frame Type
Port | All

All

Port 2

Port 3 All

All

Port 4

Port 5 All

Figure 10 VLAN Settings

Vlans are distinguished by VLAN ids, and all Untagged packets arriving at the port will be tagged by the Tag of the port
PVID. Instructions:

You need to set the VLAN ID before setting the port VID

VLAN ID is set for static VLAN, ranging from 1-4094.

Untagged port If Untagged port is selected, the output data frame does not have tag information. If
the Tagged port is selected, the output dataframe will have tag information.

If no member port is selected, it means that the port is not a member port of VLAN.

Note: Before deleting a VLAN, it is necessary to set the VID of the port using this VLAN to 1 before deleting this VLAN.

11



6.1.1Example

Set VLANI10 for ports 1, 2 and 3 of the switch, and VLAN20 for ports 4, 5, 6 and 7 of the switch. Port 8 is added to VLAN10
and VLAN20 respectively as the upper connection port. At the same time, VLANI1 contains all ports. In this way, data packets from
ports VLAN10 and VLAN20 can be forwarded to port 8. As shown in the following picture

—Static VLAN Table Setting

| VLaNm | (1-2094)"  VLAN Name
Port  Select Al[port 1/Port 2[Port 3[Port 2Port 5

| Untagged Al

| Tagged Al

NotMemeber Al | @ @ | ® @ | @
" Add f Modify |
VLAX ID VLAN Name Membor Ports Tagged Ports Untagzed Ports| Deleto

Default 1-5 1-5 |
10 13 - 13

20 45 % 45 | O

| Detete Select All |

Figure 11 VLAN table Settings

After setting up the VLAN table, you also need to set the port VID. Set the VID on ports 1, 2, and 3 to 10, the VID on ports 4, 5,

6, and 7 to 20, and the VID on port 8 to default 1. This way the data on port 8 will be forwarded to all ports. The result is shown in the
following figure

—VLAN Port Setting

Pant D Aceepted Frame Trpe
Port 1
Port 2
Pota .
Port 4 Al &)
Ports
Apply
R S “Aceepted Frame Type
Port 1 10 Al
Fort1 1 Al
Port 3 10 an
Forr+ 20 all
Port s 20 an

Figure 12 Setting V L A N back port 5/8ping pass

WLAN Port Setting

Part PO Ateepled Frams Type
Pot1 |
Pout 2
Pt 3
Port & - bt
Poit 5
Agpty

Fant PR | Acorpied Frame Tipe

Pon § 10 All

Pon 2 10 Al

Pa 10 Al

Pean 3 20 All

All

Figure 13 Setting up VLAN back port 2/8ping pass
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VLAN Port Setting

Fart PViD Aceopied Frame Typs

Pont v Rcespted Frams Type

Figure 14 Setting VLAN back port 2/6 ping blocked

Ports 1, 2 and 3 are isolated from ports 4, 5, 6 and 7, and can communicate with upper link port 8.

6.2 QoS

QoS (quality of Service) functions are used to optimize network performance and provide better network service
experience. Switches are based on port, 802.1P, DSCP priority mode.

6.2.1 Priority selection

Click on the navigation bar: Configuration > QOS > Priorities

—Priority selection Setting

Source Decision
Port
1Q
ACL
pscP ! ¥
CVLAN
SVLAN

Ll

Source Decision
Port 7

1Q 1

ACL 8

DSCP 1

CVLAN 1

1

1

1

SVLAN
DA

SA

Figure 15 Priority selection Settings

Instructions:

Priority selection sets the priority of the priority source, specifying the transmission queue for the frame based on the
highest priority source.

6.2.2 DSCP remap

DSCP gives a recommended definition for the [P DSCP field. IP packets are mapped to eight priorities based on DSCP
values (0-63).

Click on the navigation bar: Configure --> QOS --> DSCP Remap

13



—DscP

T bservawe | by

[ Aoply

DSCP value Beiority
a ]
1

s [
s

Figure 16 DSCP priority mapping

Note:

Map DSCP values to internal priorities

6.2.3 Priority and queue map

Map different priorities to different queues (4 queues)

Click on the navigation bar: Configure -> QOS -> Priority to Queue

Priority to queue id Setting
Priovity Quene ID
0
1
: i v
4
5
Apply
Priority I Quene TD
0 1
1 1
3
s 4
3

Figure 17 Priority queue mapping

6.2.4 Port priority

These packets are mapped to eight different priority levels based on the incoming port.

Click on the navigation bar: Configuration -> QOS -> Port Priority

14



—Port-based Priority Setting

Port [ Priority

Port 1

|Port 2

Port 3

|Port 4 o ~

|Port 5

Apply |

Port Priority
Port 1 [
Port2
Port3 ]
Port4 0
Port 5 0

Figure 18 Port priority Settings

6.2.5 Queue weights

Set the queue weights so that different queues get different scheduling priorities.Click on the navigation bar: Configure -->
QOS --> Q Queue Weight

—Queue Weight Setting

PQueue Weight
1(lowest) !
2 I
3 | Strict priority v |
Afrighest) %%

[ ooty ]
Quene [ Weight

1 Strict priority

15

3 Strict priority

4

Figure 19 Q queue weights

6.2.6 Example 1
An example of port priority

1 Connect your device with the following topology.

192.168.2.150

192.168.2.210

192.168.2.100

Figure 20 Connection topology

15



—Port Setting
Port Name State SpeedDuplex | Flow Control
Porl 1 -
Porz :
Port 3 Enabie v Aulo v lor v
Port 4
Apoly |
. . S — o .
fan state Speed/Duplex Flow Coatrol .
| Conig Actual Contlg Actual
Pert1 Enabled 10 Full Link Daws Off off
“Pon2 Eaabled | 10Twl | LukDown ot o
Ports Eassies amo Link Down ot o
Fort 4 Fasbind Awo Link Down, ot ot
Forts Faabied Awo 1000wl off o

Figure 21 Port 1/2 setup

Bandwidth

Control Setting

Port 1 B
Port 2
P [Ingress | Disable ~|[Unlimited  8-1000600, multiple of 8)
Port 4 Ingress i |[Unlimi = 2 ple of
Part 5

Port 1 2048 2048

Port 2 Unlimired Unlimited

Port 3 Unlimited Unlimited

Port 4 Unlimited Unlimited

Port § 15000 15000

Figure 22 Port 5 speed limit

3 Open the test software and test the sending rate of ports 1 and 2 when the port priority is not set. The sending rate of
ports 1 and 2 is constantly changing.

Figure 23 Port 1/2 bandwidth distribution when port priority is not set

16



4. Set the priority of port 1 to 6 and port 2 to 2.

—Port-based Priority Setting

Port Priority
{Port 1 B
|Port2
S C—
Port 4 !
|Port5

[ Aoy |

Port Prierity

Port 1 6

Port 2 2

Port 3 o

Port 4 0

Port 5 o

Figure 24 Port priority Settings

4 Open the test software and test the sending rate of ports 1 and 2 after setting the port priority. Port 1 has a rate of nearly
10M bps, and port 2 has a rate of only SMbps.

Figure 25 Port bandwidth distribution after setting port priority

6.2.7 Example 2

Queue weight example

Connect to the topology of Example 1, port 1 is connected to the device with IP 192.168.2.100, port 8 is connected to the
device with TP 192.168.2.50, and port 5 is connected to the device 192.168.2.210.

17




2, Set the priority and queue mapping.

—Priority ta queue id Setting
Priority Quese 1D
o -
H
2
B [ v
A
5
[ Aoy |
Priority Queue 1D
0 1
' 1
2 2
3 2
4 | ]7
5 3
B 5
2 s

Figure 26 Priority and queue mapping

3, Set port priority

—Port-based Priority Setting
Port 1
Port 2
Port 3
Port 4 I
Port 5
Apply
Port Priority
Port 1 6
Port
Pt 0
Port 4 0
Port 5 0
Figure 27 Port priority

4. Queue weight is not set and strict priority is default.

—Queue Weight Setting
| Pouene | Weignt
1(lowest)
3 | vt proiy
4(highest)
Aaply
Queue Weight
1 Striet priority
2 15
3 strict priority
4 2

Figure 28 Default strict priority setting

18



5 Open the test software and hit the flow test. The results are as follows: the sending rate of port

1 is about 980Mbps, and the sending rate of port 8 is about 10Mbps.

ey Ethernet  Killer E2500 Gigabit Ethernet Controller U
Al 16%435GHz Ethernet Realtek(R) USB2.5GbE Family Controller
R Aroma output 100 KBps a 17%4.34 GHz
Throughput 500Kbps
Intemsi memory - 450 Kbps
__ 9371968029 ——
Disko | I h ' Disk0
(C:)0% | H (C:)0%
| | _—
Disk 1 (D: ) | Disk 1 (D: E:
), || EFIT6 | | | F:)0% [ ‘
TN I L |
1 I | |
Ethernet A | Y | [ Ethernet
i Ethernet Send: fl I H AN o Ethernet Send:
976 Receive: 19 1 1 AVY 1| | I 975 Receive: 1.8
= = 60 seconds
Ethemet
Ethernet Send Kastetam Ethernet Eemery 1453 ;E:Mh Bkder ""me:m”"e”
Ethernet 2 Send: oy T Receive: z s = Ethemet
21 Racebe:02 976 Mbps = et 021 R o
: e el Tecure: Pasdes  fe802182b:de6fdadac520%8
S— TECEfVe Pesddes  (e80/6591:5d76:eb63:d545%14 Ethemnet VMware 192 Kbps ) e
Ethernet 1.9 Mbps Network
VMware Network | Sent n Received: n Khiv
~
20140 4
sea0
01.40 4
8140
oL@
4540
fiw oW vobe ol e vala woboo e ook P

FIG. 29 Results without setting the queue weight

5. Modify the queue weight as shown below.

—Queue Weight Setting

PQuene Weight
M(lowest)
2 T
3 | Strict priority »
\d(highest) -
‘“P'P‘X_(_
Queue Weight
1 Strict prionty
15
3 Strict prionity
A %

Figure 30 Queue weight Settings
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6, Re-test results as shown in the figure below, port 8 sending rate becomes 880Mbps, port 1sending rate becomes 121 Mbps.

CPU
18% 436 GHz

E P
9.7/31.9GB (30%)
— Disk

o(cj0%

— Disk 1 (D:E:
) FI0%
i

Ethernet
Ethernet

| Send: 118 Recewe: 22

Ethernet
Ethernet2
| Send: 280 Receire: 45

‘Ethemeln.r

Pair 1 No ¢roup Finished
Pair 2 No éroup Finished
Pair 3 No ¢roup Finished
Pair 4 No Group Finished
PFair 5 No ¢roup Finished
Pair 6 No Cxoup  Finished

ir 7 No Group  Finished

8 No troup shed
Pair 10 No 6roup  Finished
su1 89

Ethernet Rrealtek(R) USB 2.5GbE Family Controller

Handling capacity 100 Kbps
605 o
Send Adapter Name: Ethemet 2
880Mbps =~  Ethemet
. Peasos: 192.168.2.150
receive e
feB0:182b:de6:dada:c520%8
4.5Mbps
~
192. 168.2.150 192. 188.2.210 TCP
192. 168.2. 100 192. 168.2.210 TCP
192. 168.2. 150 192. 168.2. 210 TCP
192. 192. 168.2. 210 1CP
192. 192. 168.2. 210 TCP
182. 182. 168.2. 210 TCP
168.2.210 1CP

. 168.2. 210 TCP
. 168.2. 210 TCP

cPU
20% 4.36 GHz

Internal memory
9.7/3.9GB (30%)

Disk 0 (C:)
| o
Disk 1 (D: E:
| F)0%
Ethernet
| Ethernet2
Send: 881 Receive: 4.4
ﬁ Ethernet send

High_Performance_Throushput.
High Performance_Throushput.
High_Performance_Throushput.
Hish_Performance_Throushput.
High Performance_Throughput.
High_Performance_Throughput

Throughput

Ethernet
Ethernet

Send: 121 Recene: 23

Khr

High_Performance_Throughput

QReceivet

Ethernet killer £2500 Gigabit Ethernet Controller

Handling capacity S4Mbps
32Mbps
<
60 seconds L
Send Adapter Name: Ethernet
121Mbps =~ Ethernet
) Pwastns  192.168.2.100
e ssdoms  e80::6501:5d76:eb63:d545%14
2.3 Mbps
.168.2.150 TCP n/a 192.168.2.210 a/a
.168.2.100 TCP n/s 192.168. 2. 210 n/a
168.2.150 T1CP n/a 192. 168. 2. 210 n/a
.168.2.100 1CP n/a 192.168.2.210 a/a
.168.2.150 TCP n/a 192.168.2. 210 n/a
.168.2.100 TCP n/a 182. 168. 2. 210 nfa
168.2. 150 T1CP n/a 2.210 n/a
1P . 168. 2. 210
. 168. 2. P n/a 192. 168. 2. 210 n/a

FIG. 31 Test results after setting the queue weight
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6.3 IGMP

IGMP is a network multicast protocol used to establish and maintain multicast membership between hosts and multicast routers.
IGMP Snooping controls layer 3 multicast groups by listening and analyzing the multicast packets sent between the host and the device.
It is beneficial to suppress unnecessary multicast data forwarding in layer 2 networks and save network bandwidth.

Click on the navigation bar: Configuration --> IGMP

GMS Enable Satting

Sump GhiE
( T B T

Figure 32 IGMP Settings

Instructions:

IGMP Enable Settings choose to enable or disable the IGMP listeningfeature.
IP Address View the multicast IP address

Ports View a list of multicast group ports

VID to view the VLAN ID corresponding to the multicast group

6.3.1 Example

Multicast packets are broadcast on the switch when IGMP is not enabled

M EERR AR -~ a ¥ £ TR AR 2 = O3

XHE REE AEY BSG) MO SFE) HHO BEY ZEW IR0 #30 XHO BE0 NAY) O B0 SRE) RO EEY FW TED R

(W& ® RE aexs=F LS EQQQHN NG QesZTFLI EQQ_HE

R # - (el 8-+ Cirl B+

No. Tine Source Destination VLN tag  DSCP Pr No. Time Souree Destination VLAN tag  DSCP
10.. 46.539404 192.168.2.110 239.0.0.1 Cse Ut 29..112.3364.. 192.168.2.110 239.0.0.1 (&7
10.. 46.650193 192.168.2.110 239.0.0.1 €se ut 29.. 112,4469.. 192.168.2.118 239.0.0.1 (S0
10.. 46.760342 192.168.2.110 239.0.0.1 €se ut 29..112,5577.. 192,168.2.118 239.0.0.1 CsSe
10.. 46.870643 192.168.2.110 239.0.0.1 CSe Ut 29..112,6678.. 192,168.2.110 239.0.0.1 Cse
10.. 46.980527 192.168.2,110 239.9.0.1 €se Ut 29..112.7781.. 192.168.2.110 239.0.0.1 Cse
10.. 47.990550 192.168.2,110 239.0.0.1 €Se u 29..112,8880.. 192.168.2.118 239.0.0.1 Cse
10.. 47.199766 192.168.2,110 239.0.0.1 Cse ut 29..112.9980.. 192.168.2.110 239.0.0.1 CSe
10.. 47.309389 192.168.2,110 239.0.0.1 Cse u 29..113.1073.. 192.168.2.110 239.0.0.1 CSe
10.. 47.419316 192.168.2.110 239.0.0.1 Cse ut 29..113.2169.. 192.168.2.110 239.0.0.1 Cse
10.. 47.529538 192.168.2.110 239.0.0.1 €S@ ur 29.. 113,3268.. 192.168.2.11@ 239.0.0.1 Cse

¢ » < ¥

When IGMP function is turned on, the multicast address table is displayed, and multicast packets are
forwarded only on the corresponding multicast member port

o] TR LR 4 T % lgr

THE REE REW BRG HHRO SR SN BEY EBEW TRO #HH TV G) ek 1 TEEIV
m i ® RG ResZ@ZF S =EQQ8H RO ] &= =eaaen

[ e 3 -]+ =9+

No. Time Saurce Destination VLAY tag  DSCP  PrAig, Time Source Destination VIAN tag  DSCP
472 13.266938 fe80::306e:642e:18¢c.. f02::fb €58 M 23.. 1088.364.. 192.168.2.110 239.0.0.1 csal
473 13.266949 feBB::159b:235:359f.. FfB2::fb €se M 23, 1088.475. 192.168.7.110 239.0.0.1 cse
474 13.761615 192,168.1.118 192.168.1.255 €S0 NE 23. 1088.585. 192.168.2.110 239.0.0.1 cse |
475 13.761669 192,168.2.2190 192.168.2.255 C5@ NE 23.. 1088.655.. 192.168.2.110 239.0.8.1 cse |
476 13.761704 192.168.2.10@ 192.168.2.255 €S0 NE 23, 1088.804.. 102.168.2.110 239.0.0.1 cse 1
477 13.761894 19 11 -255.255.250 SR 23.. 1088.915.. 192.168.2.110 239.0.0.1 cse |

— 478 13.761998 119 _ -255.255.250 ol 23..1889.024.. 192.168.2.110 239.9.0.1 cse |
479 13.762055 192,168.2.100 239.255.255.250 Cs@ st 23.. 1889.134.. 192.168.2.11@ 239.0.0.1 csa |
480 15.350687 192.168.2.108 224.0.0.22 €se I¢ 23, 1089.244.. 192.168.2.110 239.0.0.1 cse
481 15.622509 192.168.2.100 224.0.0.22 cse I(v 23.. 1689.354.. 192.168.2

110 239.0.0.1 cse |

« >

21



—IGMP Enable Setting

Enable

 Apply |

Router Part 1]2]3

e e EE
I

dymamic

Add [ Modity

~Dump IGMP entry

1P Address Ports Vid

Figure 33 Multicast address table
Description:
IP Address Multicast IP Port
Multicast Port VID VLAN
ID

6.4 Port Aggregation

trunk is a way of bundling a set of physical interfaces together as a logical interface to increase bandwidth and reliability,
and the port configuration for the trunk needs to be the same.

You can do this by configuring link aggregation if you have the following requirements:

When two switch devices are connected by a link reliability does not meet the requirements.
Click on the navigation bar: Configuration --> Link Aggregation Settings

r—Trunk Group Setting

Group 1D Ports
Port 1
Port 2

|Port 3

\Port 4

|Port 5

[Add 7 Modity

Trunk1 bt

i Group ID Ports ‘ Select

Delete || SelectAll |

Figure 34 Link aggregation Settings

Note:
Group ID Sink group ID.

Port belongs to the physical port of the aggregation group

Member ports that belong to the same sink group must have a consistent configuration.

Note: trunk 1 supports 1 to 4 ports, trunk 2 supports 5 to 8 ports, and trunk3 (10-port switch) supports 9 to 10 ports
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6.4.1 Example

Set up the switch port aggregation function and test the topology as shown below.

DUT1 DUT2

368 o

Figure 35 Test topology

1 Set switch 1's ports 7 and 8, adaptively.

—Port Setting
Port Name State | Speed/Duplex [ Flow Control |
Port 1 -
Port 2 I y
Port3 | Enable v |[Auto v |off v
Port 4 |
Port 5 =

| Apply

Speed/Duplex ] Flow Control
Port Name State
Config Actual ] Config Actual

Port 1 Enabled 10 Full Link Down | Off Off
Port 2 Enabled 10 Full Lk Down off off
Port 3 Enabled Auto Link Down Off off
Port 4 Enabled Auto Link Dowa | off off
Port 5 Enabled Auto 1000Full | off off

FIG. 36 Port Settings

For the convenience of testing, set the bandwidth of ports 7 and 8 to 10240Kbps

h Control Setting
U ot Tope State Rate(Kbitisec)
Port 1
Port 2
Port3
Borii ingress v Disable v ||Uniimited_K§-1000000, multiple of §)
Port§
[ Aeply |
Port  Ingress Rate (Kbit/sec) Eqress Rate (Kbit/sec)
Port 1 2048 2013
Pori 2 Unlimited Unlimited
Fort3 Valimited Unlimited
Potd | Ualimited Unlimited
Ports 102400 102400

Figure 37 Bandwidth Settings
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2. Set ports 7 and 8 as aggregation ports. The other switch is also set.

—Trunk Group Setting

Group ID Ports

Port 1
Port 2

Port 3
Trunk1 ~ g
Port 5

Add/ Modify |

GroupI> | Ports Select

Delete || SelectAll

Figure 38 Aggregation Settings

4 Connect the test device according to the test topology.

5. Open the test software to test the flow. First, connect the double network cable to see the rate, disconnect one of the network

cables to see the rate change, and then connect the disconnected network cable to see the rate change. The results are shown in the
following figure.

Task manager

a x
‘ile (E) Option (Q) View (V)
>rocess Performance Application History Start the User Details service
CPU
2% 3.16 GHz Ethernet reatex Gaming 2.5GbE Family Contro...
SR Handlingcapacity 54 Mbps
— Internalmemory
| 63/15.7 GB (40%)
Sending an ecesan <ty on s network
Disk 0 (C: D3)
SSD 32Mops
) 0%
[ ' Ethernet ¢
| . ] Ethemet Send: 18.0 / |
[T [ Receive:20.0N | : f
\ | \
GPUO [
4l Intel(R) UHD Graphics 2% / Y
60 seconds (
] GP
el send Adaptername:  Fthemet
NVIDIA GeForce RT_.. 0% 18.0 Mbps Connectiontype:  Ethemet
5 IPv4 address: 192.168.2.200
Raception IPv6 address: fe80:89415900:56ch:9547%23
20.0 Mbps
Mot it & @& Open Resource Monitor

Figure 39 Rate when dual network cable is connected

24



4 Task manager = O X
File (E) option (Q) View V

Process Performance Application History Start the User Details Service

CPU s :
e Ethernet Realtex Gaming 2.5GbE Family Contro...
o Handling capacity 54Mbps
Intemal memory
E 6.3/15.7 GB (40%)
|— Disk 0 (C: D)
ssD 32 Mbps
| 0%
) Ethernet
| Etemet = - = Rl A =
—/ ‘| send:10.3 Receive: 10.5 =
GPUO
. | Intel(R) UHD Graphics 1% | V
A e S | L 1 1 ] 1
60 seconds o
GPU1 send A:;apter Name Ethernet
Ethemet
NVIDIA GeForce RT... 0% 10.3 Mbps e
1Pv4 address!92.168.2.200
Receive IPvsAddress:  feB0:894f:5000:5fcb:9547%:23
10.5 Mbps
e (@ comumsanaonkar
Figure 40 The rate after disconnecting a network cable
1 Task manager - O X

File (E) Opticn (Q) View (V]

Process Performance Application History Start the User Details service

] cPU : .
7% 3.68 GHz Ethernet Realtek Gaming2.56bE Family Contro...

Huff and puff Most. 54 M
CPU activity s bps

i I
E 6.3/15.7 GB {40%)

Disk 0 (C: D:)
S50 2 Mbps
| 0%

| EthemetSend: 20.8 Receive:
05

GPUO (e
Intel{R) UHD Graphics 8% Ui

GPU1 send Adapter Name: Ethernet

NVIDIA GeForce RT.. 0% 208 M h]JS Connection type: Ethemet
[Pyd addres 221682200

IPvaddress: fe80:894:5900:5fcb:9547%23

Receive

20.5 Mbps

e & Open Resource Monitor

Figure 41 Rate after reconnecting the dual network cable

6. According to the test, when the bandwidth of single port is set to 10Mbps, the use of port aggregation function
improves the reliability of the network and increases the bandwidth.
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6.5 Loop protection

The loop is the topology of the switch connected to the network to form a ring. The loop will cause a broadcast storm in the internal network,
which will consume a lot of CPU and line bandwidth of the switch. In serious cases, it can even cause equipment to crash and the network to be

paralyzed.
Click the navigation bar: Configuration -> Loop protection

r—Loop Prevention Setting

Loop function [Spanning Trea -

Time Interval (1~32767) 1 sec
Recover Time (4-65535) 4 Bec
| Appy |

Figure 42 Loop protection Settings

Description:
Time intervals time monitors the network loop at this time interval
The recovery When the loop is found, the switch will initiate the processing mechanism, and the port will automatically return to normal after this time.

6.5.1 Example
1. Turn on the switch loop detection function first, connect the ports 3 and 4 to another switch with network cable to form a loop or self-loop, and
the following figure appears (because the network is paralyzed due to the loop, it is not necessary to refresh this figure). The corresponding loop port
indicator light will flash slowly, and the loop detection cannot prevent the loop, and the switch network will be paralyzed after the loop is formed

o

Loop Prevention Setting

Loap function | Loop Detection ~|
Time Interval (1-32767) O ™
Recover Time (4-65535) 4 hec

Apply

FIG. 43 Loop detection

2. Turn on the switch loop prevention, turn on all port loop prevention, and connect port 3 and 4 to another switch with network cable to form a

loop. The management host can still ping 192.168.137.10 equipment.

Loop Prevention Setting

Racorcr Tima (405535

Reoh|

ot Lonp State. Lonp statms

FazwaRnIG

FORVARDING
FaamARTING
FORVARDING
FomaRnING

Figure 44 Enabling loop prevention
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6.6 Spanning tree

In order to backup links and improve network reliability, redundant links are usually used in Ethernet switching networks. However, the use
of redundant links will generate loops on the switching network, cause broadcast storm and MAC address table instability and other failures,
resulting in poor communication quality, and even communication interruption. To solve the loop problem in switching networks, Spanning Tree
Protocol (STP) is proposed.

As with the development of the many protocols, Spanning Tree Protocol is updated constantly with the development of the network, from the
initial the I EEE 802.1 D defined in STP to Rapid Spanning Tree Protocol defined in IEEE 802.1 W RSTP (Rapid Spanning Tree Protocol), To the
latest IEEE 802.1 S defined in the multiple spanning tree protocol MSTP.

Click on the navigation bar: Configuration -->
RSTP Global

Configure --> RSTP Port

Spanning Tree Setting

Spanning Tree Status/Enabled

Forse Version

Priority

Maximum Aze

Hello Time

Forward Delay

Root Priority 32768
Boot MAC Address 74 D8:30:11:22:33
Root Path Cast 1

Root Forward Delay 15 Sec

Apply

Figure 45 Spanning tree global Settings

[~Spanning Tree Port Setting

Port Fath Cost Priority 213 Edge
Port 1 E
Port 2
Port 3 0 (1-200000006), 0 = .
Fort 4 o HEH L3 ETT v][False  v|
Part §
Aoy |
Path Cost P2p Edge
Part state Role Priority
Ccanng Actual Coufig | Actual Config Acrual
Disatled | - Auto - 128 Te | - | Fale
or Disabled ‘ Auto 28
o Designated. Auta 128
o Auto 128
o Auta 128

Figure 46 Spanning tree port Settings

Root bridge: First, compare the priority of switches, and the switch with the smaller priority is used as the root bridge switch; If the priority
is the same, choose the one with the smaller MAC address as the root bridge switch.

Root port: Select a root port on each non-root bridge switch. First, compare the cost value of the link from the switch port to the root bridge
(the smaller the better); If the cost value, is more upside switch bridge ID (priority - > MAC address); If there are two links, the port of the link
with the smaller uplink switch port number is elected to be the root port.

Designated port: select a designated port on each link (generally, the interface of the root bridge is the designated port) compare the cost of
the root port of the switch at both ends of the link to the root bridge, and the side with the smaller cost becomes the designated port; If the
overhead, the more link ID size switches at the ends of the bridge, the bridge ID small become a specified port, become blocked ports on the port.

Blocking port: After the above election is completed, the port on the link that has not been elected becomes the blocking port
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6.6.1 sample
1, Click on the navigation bar: Configuration --> Loop Protection to enable the spanning tree.

Loop Prevention Setting

Loop function | Spanning Tree ~
Time Tnterval (1-32767) [ kec
Recover Time (4~65535) (4 see

[ Aoty |

Figure 47 Enabling the spanning tree
2, click on the navigation bar: Configuration --> RSTP Global Set switch priority.

—Spanning Tree Setting

Spanning Tree Status Enabled

Force Version
Priority

RSTP

32768

~

v

Masimum Age

20 [6~40 Sec)

Hello Time

Forward Delay

Root Priority

32768

2 [1~10 Sec)

15 [4~305ec)

Root MAC Address 74:D8:30:11:22:33
Root Path Cost 0

Root Port Noae
Root Maximum Age 20 Sec

Root Hello Time 2 Sec

Root Forward Delay 15 Sec

Apply

FIG. 48 RSTP global Settings
3, click on the navigation bar: Configuration --> RSTP port set path cost.

—Spanning Tree Port Setting
e | rathcon Priority (33 Tage
Port 1
Port 2 I
Port 3 (1-200000000), & .
L 1 ~ < ~
Port 4 i 28 Aulo |False
Port5
Apply
Path Cost p2p Eage
Port State Ralo Priority T
Config Actual Config| Actual | Contig Actual:
Port Disabled Auto 128 True False
Port 2 Disabled Auto 128 True Falie
Port 3 Forwarding Designated Auto 20000 128 True | TRUE | False | False |
Pori 4 Blecking Backup Auto 20000 128 True | TRUE | False | False |
Port s Eorwarsiag Desigasted Ao 20000 128 True | TRUE | False  True

FIG. 49 RSTP port Settings
4, with three switches to form the following diagram topology.

DUT3

FIG. 50 Test topology
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5. After calculation, the switch will automatically elect the root switch, root port, and blocking port.
—Spanning Tree Setting

'Spanning Tree Status/Enabled

Force Version [RSTP v]

Priority | 32768 v
Maximum Age 20 [(6-40 Sec)
Hello Time 2 1~10 Sec)
Forward Delay 15 4-30 Sec)

Root Priority 32768

‘ Root MAC Address [74:D8:30:11:22:33

Root Path Cost |0

Root Port None

Root Maximum Age 20 Sec

Root Hello Time |2 Sec

Root Forward Delay |15 Sec

Apply

—Spanning Tree Port Setting

 Port Path Cost Priority PP Edge |
Port 1 = 1
Port 2 i
|Port3 E 1-200000000), 0 |
! ; . [128 ~ [ Auto v [False v
|Port4 = Auto |

Apply

P2P

Path Cost

Edge

Port State Role Priority
: Config Actual Config | Actual | Config | Actual
i Port 1 Disabled - Auto - 128 True - False -
: Port 2 Disabled - Auto - 128 True - False ;
‘ Port 3 Forwarding Designated Auto 20000 128 True | TRUE | False | False !
; Port 4 Blocking Backup Auto 20000 128 True | TRUE | False | False

Port 5 Forwarding Designated Auto 20000 128 True | TRUE | False | True |

FIG. 51 RSTP results

6 Disconnect the root port, change the topology, and the switch reselects the root port.

Path Cost P2P Edge

Port State Role Priority

Config Actual Config | Actual  Config | Actual
Port 1 Disabled - Auto - 128 True - False -
Port 2 Disabled - Auto - 128 True - False -
Port 3 Forwarding Designated Auto 20000 128 True | TRUE | False | False
Port 4 Blocking Backup Auto 20000 128 True | TRUE | False | False
Port 5 Forwarding Designated Auto 20000 128 True | TRUE | False | True |

Figure 52 Topology change
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6.7 Port mirroring

Port mirroring is to copy the packet of the specified port of the switch to the destination port; The copied port is called the source port,
and the copied port is called the destination port. The destination port is connected to data detection devices, and users use these devices to
analyze the packets received from the destination port for network monitoring and troubleshooting

Port Mirroring Setting
Mirror Direction | Mirroring Port ]inmr.'.i'bmu;;
Disable v [Port1 v | Port 1 v

i Mirror Direction | Mirroring Port | Mirrored Port List
Both s | 1

[ Delete

Figure 53 port mirror

Note:

Mirror direction The data flow direction of the mirrored port (incoming, outgoing, bi-directional)

6.7.1 Example

Port 1 is connected to the device with IP address 192.168.137.10, port 5 is connected to the device 192.168.137.251, port 8 is connected
to the management host, set port 8 as the monitoring port and port 1 as the monitored port. Use Wireshark to capture packets in the
management host. It can be found in Wireshark to grab the ping packet as shown in Figure

—Port Mirroring Setting
Mirror Direction Mirroring Port Mirrored Port Listé
| | Disable v |Port1 v | [Port1 v
- Apply |
Mirror Direction Mirrering Port ‘ Mirrored Port List
Both 5 ‘ 1
Delete |

Figure 54 Port mirroring Settings

Yo. Time Source Destination VLAN tag DSCP Protocol  Length Info

55..381,3611.. 192.168.137.10 192.168.137.251 CSe ICMp 74 Echo (ping) reply 1d=0x0
55.. 381.3611.. 192.168.137.10 192.168.137.251 Cse 1cMp 74 Echo (ping) reply id=0x0
55.. 381.3648.. 192.168.137.10 192.168.137.251 CSe ICMp 74 Echo (ping) reply 1d=0x0
55.. 381.3648.. 192.168,137.10 192.168.137.251 Cse 1CMp 74 Echo (ping) reply id=exe
55.. 382.0126.. 192.168.137.251 192.168.137.10 Cse ICMP 74 Echo (ping) request 1id=0x@

. €S0 ICMP 102 Redirect (Redin|
55.. 382.0127.. 192.168.137.251 192.168.137.10 Cse ICMp 74 Echo (ping) request 1d=0x0
55.. 382.0128.. 192.168.137.251 192.168.137.10 €S ICMP 74 Echo (ping) request 1id=ex@
55., 382.0128.. 192.168.137.251 192.168.137.10 Cse 1cMp 74 Echo (ping) request 1id=exe
55.. 382.0130.. 192.168.137.251 192.168.137.10 CSe ICMP 74 Echo (ping) request 1d=0x@
55.. 382,0130.. 192.168.137,251 192.168.137.19 Cse ICMp 74 Echo (ping) request 1d=0x@

Figure 55 Wireshark packet capture result
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6.8 Port isolation

Click on Navigation bar: Configuration --> Port Isolation

—Port Isolation Setting

Fort Ferwarding port
Port 1 Port1
Port 2 Port2
Port 3 Port 3
Port 4 Port 4
Port 5 Port 5
[Cromy]

Part Farwarding port

Port 1 1-5

15
Pori 3 s
15

Port 4

Figure 56 Port Isolation

Instructions:

Port Source port Port isolation
forwarding port

Configure a forwarding port for the source port. Packets received by the source port cannot be forwarded to a port that is not in the forwarding port.

6.8.1 Example

Set port 1 and ports 2 and 3 to forward packets to each other, and port 1 data cannot be forwarded to other ports (ports 4-8). Select port 1
on the web port, and select port 1, 2, and 3 on the port isolation. Ping packet test, 7 ports and 1 port Ping packet is not as shown below.

—Port Isolation Setting

Port Forwarding port
Port 1 - |Port 1
Port 2 Port 2
Port 3 Port 3
Port 4 |Port4
Port 5 Port 5

Apply

Port Forwarding port
Port 1 15
Port 2 1
Port 3 1-5
Port 4 1
Port 5 4

FIG. 57 Results of 7-port ping packet
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The 3-port and 1-port ping packets can ping, as shown below.

System
POE [~Port Isolation Setting
L ean Forwarding port |
Configuration W‘\—Fn ' |
ipant? Port 2
. Port3 Port 3
iPont4 Part 4
Qos iPorl 5 Part 5
16MPp
LAppty |
Teunk Group Serting,

Laop Prevention
RSTP global
RSTP port

Portbased Mirvoring

Port Isolation

Bandwideh Control

Tumbo Frame

AAC Comstraint

FIG. 58 Result of 3-port ping packet

6.9 Bandwidth Control

To configure port bandwidth is to limit the rate at which the physical interface can send out or receive data in.

Before the traffic is sent out of the interface, the speed limit is configured on the outgoing direction of the interface to control all the
outgoing packet traffic. Before the traffic is received from the interface, the speed limit is configured on the incoming direction of the
interface to control all the incoming packet traffic. Click on the navigation bar: Configuration --> Bandwidth Control

Control Setting

Port v sare Rare(Knit/sees
Port 1
Part 2
o 3 . <2 i
Port 4 ngress  w||Disable | Uniimited _}s 1090309, mulipls of 3}
a5

Apply

ats (Rbitisee)[Egress Rate

Unlimited

ot Velimined

Figure 59 Bandwidth Control

6.9.1 Example

The port 1 ingress rate is limited to 2048kbps, which is set as shown below.

Control g

Pae e | sow Rara(Kbitisee)
Port 1
pon 2
Port 3 I’ 00000
ety ingress v |Disable | Unimitedfs- 1020200,
Port &

| 2pty
Fort inpres e (i) 2 gren Raie (biksc)

515 2018

Uslisnited

Urlimied

Figure 60 Bandwidth limit Settings
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Download the file on the PC connected to port 1, open the task manager and click Ethernet. The receiving rate is 2.1Mbps as shown in the figure below

course ~==-= Start the User Details service by applying history

‘ | cPu Ethernet «iller £2500 Gigabit Ethemet Controller
| 6% 2.69 GHz
Aroma output 11 Mbps
Internal memory
8.0/31.9 GB (25%6)
7.7 Mbps
Disk 0 (C:)
0%
Disk 1 (D: E:F:)
2%
Ethernet I T T
Ethemnet
Send: 0.1 Receive: 2.11 s S e eyt
Ethernet VMware Send Adaptername:  Ethemet
‘ Network. 56.0 KbpS DNS Name: mshome.net
Send: 0 Receive: 0 Kbp Typecfeonnecton:  Ethernet
receive

1Pl address:  192.168.137.251
Ethernet 2.1Mbps \Pv6 address:  feB0::6591:5d76:eb63:d545%13
Vare Netrk Send: 0 Receive: n
é

| ®hr

usearences (8 Open Resource Monitor

Figure 61 Results of port speed limit

6.10 Jumbo Frame

Configure the maximum packet length the system can
forward by clicking on the navigation bar:
Configuration > Jumbo Frame

Jumbo Frame Setting

Jumbo Frame (Bytes) ‘5‘2_‘\-5_“__:

| Apply

Figure 62 jumbo frame

6.10.1 Example

After enabling jumbo frame, set PC NIC to enable jumbo frame, set ping packet data 8000, no subpacket. Command ping-f 192.168.2.210 -1 8000 -t, catch the
giant frame on the PC with IP 192.168.2.210.

Figure 63 ping jumbo packets

14.. 171.5954.. 192.168.2.21@ 192.168.2.100 CS@ ICMP 642 Echo (ping) reply id=exee
14.. 172.6010.. 192.168.2.100 192.168.2.210 CSe ICMP 8042 Echo (ping) request id=0x0e

Figure 64 captures data of length 8042
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6.11 MAC Constraints

The system supports the port Mac learning limit function. The system learns the source MAC of the user's packet, and when the learned MAC
reaches the limit threshold. If the source MAC of the user's packet already exists in the MAC table, the user's packet will continue to be forwarded. If the
source MAC of the packet does not exist in the MAC table, the system will process the packet accordingly according to the MAC restriction action. For
example, if the action is drop, then the user packet will be dropped at the incoming port.

Click on the navigation bar: Configuration --> Mac Constraints

—MAC Canstraint Action Setting

[~MAC Constraint Setting

vort state Entry Limits

[Dable v | Unimited (0203,

73228

Anply

Figure 65 Mac Constraints

6.11.1 Example

mac address information learned by port 2 when there is no MAC address constraint set

MAC Address Information

S e L

1 caps 1

L
5 '
COECETASIC AL [
usns '
caEA '
[
L
'
[
|
1

Gl All Dynaic Eniries

Figure 66 MAC address information for port 2

When the 2-port MAC address limit entry is set to 1, only one mac address information can be learned by port 2

—MAC Address Information
| No. MAC Address VLAN ID Type Port
1 78:DE:0030 CA 89 1 Dynamic

[Next Page

| Clear All Dynamic Entries |

Figure 67 MAC address information for port 2 after restriction
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6.12 Green Ethernet

Green Ethernet refers to features that are environmentally friendly and reduce the power consumption of devices. The system provides the
connection and dynamic detection of the cable length, as well as the dynamic adjustment of the power required for the detected cable length. High

performance and low power consumption. The link d own of the system support port saves power and greatly reduces the power consumption when the
network cable is disconnected. When the input signal is detected, it wakes up from the link down power saving and enters the normal mode.
Click on the navigation bar: Configuration --> Green Ethernet

Green Ethernet Setting

Green Ethernet Enable

el

Figure 68 Green Ethernet

6.13 Energy Efficient Ethernet (EEE)

Energy Efficient Ethernet (EEE) supports operating in low-power idle mode. Systems at both ends of the link can disable some functions when
the link utilization is low, saving power. Switching off is recommended.

Click on the navigation bar: Configuration --> EEE

EEE Setting

EEE function Enable

~ Apply

Figure 69 EEE Settings

6.14 SNMP

SNMP is a standard network management protocol widely used in TCP/IP networks. The protocol can support network management systems to

monitor whether there is anything that causes management concern in the equipment connected to the network. The basic components of SNMP

include NMS (Network Management System), Agent (Agent), Managed Object (object) and MIB (Management Information Base).
Click on the navigation bar: Configuration --> SNMP

—SNMP Setting

~ SNMP function | [Enable
[0.0.0.0

| public |
|private |

Trap IP Address

Read Community

Write Community

__Apply_|

Figure 70 SNMP
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6.14.1 Example
1, turn on the SNMP feature

—SNMP Setting
SNMP function |Enable v
Trap IP Address i 192.168.2 254
Read Community | public ‘
Write Community ; pr-lva-te ‘

Apply

Figure 71 SNMP enabled

2, shut down the management PC, occupying the SNMP service on port 162

[PoveiE e MNP Noe ol cuputar) b Address: 192.168.2.1 vi Advanced.. |OID: 136.1.2.1.140
ruwne LGN recover ST
Service Name: & Advanced Properties of SNMP Agent X
Displayname:  SNMP trap
y = Address 192.168.2.1
Description: ik
o ackdnd tothe tnsted compter ¢ Port 161
Pathto the executable file: < -
C\Windows\System32\ samptrap.exe Read Community public
Startup type (E):  Manual operation - Write Community private
SNMP Version |2 v
Servicestatus:  stopped
Start (5) Stop (T} o Recovery (7}
Vihen starting a service from here, you can specify applicable startup parameters.
Start parameter (M}:
| cance

Figure 72 Turn off the SNMP service of the management host and MID Browser Settings

3, open IReasoning MIB Browser software Settings as in the upper right picture.4, click Get Next -> GO in MIB Browser to display the results as shown below
(o

@& iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: 192.168.2.1 ~ | Advanced... |OID‘ 136121160 v} Operations: Get Next v @ Go

@WBI Result Table Trap Receiver ‘

& MIB Tree Name/OID value Type IP:Part

&+ is0.0rg.dod.internet. mgmt. mio-2 sysObjectiD.0 |1.3.6.1.4.1.27282 oD 192.168.2.1:...
arg No Such Instance NoSuchinsta...[192.168.2.1:...
sysDescr.0 Realtek-Switch OctetString 192.168.2
sysObjectiD.0 |.1.3.6.1.4.1.27282 oD 192.168.2.1:...
sysUpTime.0 |29 minutes 50 seconds (179000) |TimeTicks 192.168.2.1:..
sysContact.0 OctetString 192.168.2.1:...
sysName.0 RTL Smart Switch Console OctetString 192.168.2.1:..

Name
oD
MIB

v

X

8 II\DG@Q_

isn ara dad internAt mamt mib-2 sustem svsl acatinon 0

Figure 73 MIB Browser display
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W IKeasoning MK
File Edt Operations Tools Bookmarks Help
Address: |192.168.2.10 v oID:[.1.36.1.2.1.15.0

SNMP MBs

Advanced.

B MB Tree
interfaces
= [3 ifTable
& B ifEnty

&, ifindex
@ iDescr
W ifType
ity
@ifspeed
@ifPhysAddress
[ irAdminstatus
@ ifOperstatus
@ ifLastChange
@ifinOctets
@ ifinUcastPkts
W ifinNUcastPkts
@ ifinDiscards
@ifinErrors
@ ifinunknownProtos
@ifoutoctets
W ifOutUcastPkts
@ ifoutNUcastPkts

» Reasoning MIB Browser
File Edt Operations Tools Bookmarks Help
ddress: |192.168.2.10 v

SNMP MBS

Advanced... |OID:|.1.36.1.21.150

Result Table | Trap Receiver

Name/OID

Value

~| Operations: Set

5, Select set -> GO in MIB Browser Operations before Get The results are shown below.

v/ #co

Type | IP:Port

imib-2

No Such Instance

NoSuchin...|192.168.

sysDescr.0

Realtek-Switch

o 192.168....

sysObjectiD 0

1.36.14.1.27282

oip 192,168

sysUpTime.0

2 minutes 17 seconds (13700)

TimeTicks |192.168.

Contact0

& SNMP SET

192.168.

X

192.168.

oD |.136.1.2.1.150
Data Type | OctetString

Value RTK_Switch|

itch Console

tetString|192.168.

BB Tree

B interfaces
©- [ ifTable

& @& ffEntry
4, ifindex
Q@ ifescr
QifType
Qi
@ ifSpeed
Q@ ifPhysAddress
[ itAdminStatus
@ ifOperStatus
Q@ ifLastChange
Q@ ifinOctets
Q@ ifinUcastPkts
Q@ ifinNUcastPkts
Q@ ifinDiscards
QifinErrors
Q@ ifinUnknownProtos
@ ifOutOctets

Cancel

Result Table | Trap Receiver

Name/OID

Value

o 192.168.

®Go

IP:Port

Type

mib-2

No Such Instance

INoSuchin.

192.168

sysDescr.0

|Realtek-Switch

(OctetString|192.168....

sysObjectiD.0

13614127282

oD 192,168

sysUpTime.0

12 minutes 17 seconds (13700)

TimeTicks |192.168.

sysContact 0

(OctetString|192.168

sysContact.0

aaaaaa

we voOB®e

ctetString|192.168

syshame.0

RTL Smart Switch Console

(OctetString|192.168,

syshame.0

RTK

(OctetString|192.168....

sysName.0

RTI

(OctetString|192.168.

[SAp—va

Figure 74 SNMP Trap Set

6, Set the IP address of the management PC to the Trap IP address of the switch configuration, and
select the Trap Receiver in the MIB Browser Tools to receive the switch port state change information

Resuilt Table

Trap Receiver = I

Operations Tools

Cc o &

Description Saurce Severity
linkDown 192.168.2.1 2022-06-29 11:19:53

linkUp 192.168.2.1 2022-06-29 11:19:38

linkDown 192.168.2.1 2022-06-29 11:19:31

linkUp 192.168.2.1 2022-06-29 11:19:27

linkDown 192.168.2.1 2022-06-29 11:19:17

Source: 192.168.2.1 Ti p 21 19 seconds SNMP Version: 1
Enterprise: 1.3.6.1.4.1.27282 Community: private
Specific: o Generic: TinkUp

‘Variable Bindings:

Name: ifIndex. 6
Value: [Integer] 6
Description: LinkUp

FIG. 75 Trap Receiver
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Chapter 7 Safety

7.1 MAC address

MAC Address in English is Media Access Control Address, literally translated as media
access control address, Also known as the local area network Address (LAN Address), Ethernet
Address (Ethernet Address) or Physical address (physical address), it is an address used to confirm
the location of network equipment.

7.1.1 Table of MAC addresses

Click on Navigation bar: Security -> MAC Address -> MAC Table
—MAC Address Information

No. MAC Address VLAN ID ‘ Type Port
1 78:D8:00:30:CA:89 1 Dynamic 5

| Next Page |

‘ Clear All Dynamic Entries

Figure 76 MAC address information
7.1.2MAC

Lookup
Go to Security > MAC Address > MAC Lookup

MAC Addresses Searching

MAC Address VLANID

1 00:00:00:00:00:00
(1~-4094)

~ Search

Figure 77 MAC address search

7.1.3 Static
MAC

Go to the navigation bar: Security -> MAC Address -> Static MAC

—Static MAC Setting
~ Source MAC
MAC Address VLANID Port
Blocking
Port 1
Port 2
Port 3
100:00:00:00:00:00 S —
i (1~4094) |Port4 O
Port 5
| Add |
[ ) ~ : Source MAC
| No. MAC Address VLANID Port ) Select
| Blocking
Delete
Figure 78 Static MAC

38



7.2Broadcast Storm

Broadcast storm refers to the rapid increase in the number of broadcast frames on the network because they are constantly forwarded,
which affects the normal network communication and seriously reduces the network performance. Broadcast storm can occupy a
considerable amount of network bandwidth, resulting in normal data packets can not work properly. Broadcast storm occurs when the
broadcast data can not be processed and occupy a large amount of network bandwidth, resulting in normal business can not run, this occurs,
resulting in local area network partial or the whole network paralysis

Click on navigation bar: Security -> Broadcast storm

—Storm Control Setting

Storm Type Port —én—‘——“’— Rate (kbps)
Port 1
Port 2
Port 3 P
| Broadcast ~|port 4 off v (8-1000000)
Port 5
_ Apply

~Port  Broadeast (kbps) Multicast (kbps) Unknown Unicast (kbps)|Unknown Multicast (kbps)
Port 1 10000 10000 10000 10000
Port 2 10000 10000 10000 10000
Port 3 10000 10000 10000 10000
Port 4 10000 10000 10000 10000
Port 5 10000 10000 10000 10000

Figure 79 Storm suppression

Caption:

Storm types Broadcast, multicast, Unknown unicast, Unknown multicast
Port Select port, multiple selectable

Status turns broadcast storm suppression on or off

Speed set port broadcast, multicast packet, unknown unicast, unknown multicast bandwidth.
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Chapter 8 Monitoring

8.1 Port Statistics

Port statistics shows the traffic information of each port, which is convenient to monitor traffic and
analyze network anomalies. Click on the navigation bar: Monitor -> Port Statistics

—Port Statistics Information
Port State Link Status TxGoodPkt TxBadPkt RxGoodPkt RxBadPkt:
Port | Enabled |LinkDown| 0 0 o | 0
Port 2 Enabled Link Down 0 0 0 0
Port 3 Enabled Link Down 0 0 0 0
Port 4 Enabled Link Down 0 0 0 0
Port5 | Enabled LinkUp | 139 o 271 0
| Clear

Figure 80 Port statistics

Caption:
Port Port number

Status shows the status of the port. Only when the state is open can the packet be forwarded normally
Receive status port current LINK status

The number of correct packets sent shows the number of correct packets sent by the port
The number of wrong packets sent shows the number of wrong packets sent by the port
The number of correct packets received shows the number of correct packets received by the port

The number of received incorrect packets shows the number of received incorrect packets at the port

8.2 Cable Diagnostics

When the cable is connected to the switch port, the cable test function can test the cable connection status, the cable length is
convenient to diagnose the network fault point, and the results are for reference only.

Click on the navigation bar: Monitoring -> Cable Diagnosis

—Cable Diagnostic
Check Port i Test Result Cable Fault Distance

: O Port | | . ‘

O Port 2 ‘

O Port 3 ‘

0 Port 4 B

(] Ports | ‘

| Apoty |

Instructions:

The port connected to the management host does not support diagnostics.
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Chapter 9 Tools

9.1 Firmware Upgrade

You can upgrade the switch's software here.
Click on the navigation bar: Tools -> Firmware Upgrade

Firmware Upgrade
Enter loader mode to upgrade firmware. After entering loader mode, configuration will be saved.

Figure 81 Enter firmware upgrade mode
Click the < Enter loader Mode > button to appear the following picture

Enter Loader Mod
( After 5 seconds, the broswer will load the upgrade webpage.

Figure 82 Enter loader mode jump

Finally jump to the firmware upgrade page
Click System --> HTTP Firmware Upgrade in the navigation bar to see the following picture

Ethernet Switch

Firmware upgrade mode. Please upload your image by HTTP
System +

(Loader Mode

Figure 83 Firmware Upgrade page

Click the < Select File > button to load the latest firmware file. Click <Upgrade> again to start the upgrade and click < OK >
in the pop-up window.

Ethernet Switch

| RN FEEEA Upgrade |

System -

’—HTTP Firmware Upyrauc

HTTP Firmware Upgrade

Reboot

The following image will be displayed after the upgrade is completed.
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Upgrade Successfully
’7 Upgrade Successfully, Please refresh the web again.

Figure 84 Upgrade complete

A Note:

During the firmware upgrade, please do not power off the device, keep the power stable, and do not refresh the page. You
may lose unsaved configuration information when upgrading firmware. Please save configuration before upgrading.

Click System --> Reboot to restart the switch

Ethernet Switch

Reboot

Please wait for several seconds to reboot ...
System -

HTTP Firmware Upgrade

Reboot

9.2 Configure backup

You can save the current configuration information here. It is recommended to backup the current configuration information before
modifying the configuration and upgrading the software. Click on the navigation bar: Tools -> Configure Backup

—HTTP Backup Configuration

| Backup |

—HTTP Restore Configuration
BREEM | SRR Upload |

Figure 85 Configuring backup and recovery
Backup Settings: Click < Backup > to download the current configuration file locally via your browser.

Restore Settings: Click < Select File > to select the profile and click Upgrade. After that restart the switch to take effect.
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9.3 Reset

In addition to hardware restore the factory Settings switch, you can also restore the default Settings
on the Web. Go to Tools > Reset in the navigation bar

Reset Configuration
Reset to default factory settings and restart the system.

Factory Default |

Figure 86 Restore the default Settings
Click the < Restore Default Settings > button and the exchange will restore all Settings defaults. The current configuration information will
be lost. It is recommended that you back up your configuration before restoring the defaults.

The default administrative IP address is 192.168.2.1, and the account name and password are admin.

9.4 Save

Go to Navigation bar: Tools --> Save

Reset Configuration

Save the configuration to FLASH.

| save Configuration

Figure 87 Save configuration to FLASH

It is recommended that after modifying the Settings, save the Settings to FLASH. Otherwise power off or restart the modified Settings will be lost.

9.5 Restart

After clicking Restart, the switch will restart, and it is recommended to save the configuration before restarting to prevent the current
modified configuration from being lost. Click on the navigation bar: Tools --> Restart

Reboot

Reboot the switch.

| Reboot |

Figure 88 Restart the switch

A? Note:

Please do not turn off the power during the restart process, ensure that the power is stable during the restart process, and avoid forced power off.
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